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Public Safety Radio Strategic Planning Committee (PSRSPC)

The California Public Safety Communications Act of 2002 (Government Code §8592 — 8592.7) directs
the PSRSPC to have primary responsibility in state government for the following:

e Developing and implementing a statewide integrated public safety communications system that
facilitates interoperability among State public safety department s as well as other first response
agencies, as the committee deems appropriate.

e Coordinating other shared uses of public safety spectrum consistent with decisions and regulations
of the Federal Communications Commission (FCC).

PSRSPC Membership: The Committee consists of representatives from the following state entities: Governor’s
Office of Emergency Services (OES) — Chair; California Highway Patrol (CHP); Department of Transportation
(CalTrans); Department of Cotrections and Rehabilitation (CDCR); Department of Parks and Recreation (DPR);
Department of Fish and Game (DFG); Department of Forestry and Fire Protection (CAL FIRE); Department of
Justice (DOYJ); Department of Water Resources (DWR); Department of Public Health (CDPH); Emergency
Medical Services Authority (EMSA); Department of General Services (DGS); Governor’s Office of Homeland
Security (OHS); California Military Department (CMD); Department of Finance (DOF)

PSRSPC Vision: Develop, implement, and administer an innovative, inclusive, scalable, and sustainable statewide plan that
Jacilitates wireless communications system modernization and interoperability and nltimately provides effective, seamless, and reliable
public safety services throughout California

PSRSPC Mission: To provide the leadership needed that allows California to effectively leverage existing
investments in communications infrastructures while moving rapidly and decisively to meet targeted goals for
improved interoperability, universal statewide access, enhanced modernization, increased functionality, and
adequate channel availability throughout California in support of public safety.

The PSRSPC is to consult with the following organizations and entities: California State Peace Officers
Association; California Police Chiefs Association; California State Sheriffs' Association; California Professional
Firefighters; California Fire Chiefs Association; California State Association of Counties; League of California
Cities; California State Firefighters Association; California Coalition of Law Enforcement Associations; California
Cortrectional Peace Officers Association; CDF Firefighters; California Union of Safety Employees. Additionally,
outreach on PSRPSPC meetings and activities are made to members of the disabled community via the OES
Specialist Committee.

PSRSPC Structure and Technical Working Group (TWG): The Technical Working Group (TWG) of
PSRSPC is composed of staff assigned by member agencies and function as the primary focal point for ongoing
technical, research, and option-generation assignments.

PSRSPC Coordination Guidelines: The PSRSPC operates under the following guiding principles and ground
rules: Partnerships allow for stronger voice than one department or agency alone; All member agencies and departments have an
equal voice at the table; Committee will seek common ground, even if some desires must be postponed, for the collective advancement of
the PSRSPC mission; Education is the key to understanding; when a challenging issue appears, explanation is enconraged—even if
takes some time; All issues raised by members are valid and will be given attention; respecting all departmental perspectives will be
paramount. The PSRSPC strives to achieve consensus-based decision-making; however, when that is not feasible, decision-
mafking is conducted based on a majority vote process with objections noted in the record upon request.

Coordination with California Statewide Interoperability Executive Committee (CalSIEC): The PSRSPC is
required to hold a joint meeting with CalSIEC to enhance coordination and cooperation at all organizational
levels and a cohesive approach to communications interoperability.
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PLACEHOLDER FOR EXECUTIVE LETTER

**SPECIAL NOTE TO EXECUTIVES OF PSRSPC:

TWG IS CURRENTLY DEVELOPING PROPOSALS FOR YOUR REVIEW REGARDING
APPROXIMATELY $15 MILLION IN FEDERAL PSIC GRANTS. WHATEVER IS FINALLY
DECIDED WILL GO INTO THE REPORT IN THE SECTIONS AS APPROPRIATE.
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EXECUTIVE SUMMARY

TO BE WRITTEN.

***SPECIAL NOTE TO EXECUTIVES OF PSRSPC:

TWG IS CURRENTLY DEVELOPING PROPOSALS FOR YOUR REVIEW REGARDING
APPROXIMATELY $15 MILLION IN FEDERAL PSIC GRANTS. WHATEVER IS FINALLY
DECIDED WILL GO INTO THE REPORT IN THE SECTIONS AS APPROPRIATE.
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2.0

HIGHLIGHTS OF 2007 ACCOMPLISHMENTS

2.1 California Statewide Communications Interoperability Plan (CalSCIP)

In 2007, the PSRSPC worked with the California Statewide Interoperability Executive
Committee (CalSIEC) in developing California’s Statewide Communications Interoperability Plan
(CalSCIP), for submission to the federal Department of Homeland Security (DHS). The two
entities held three joint meetings in 2007 to develop the CalSCIP. The Homeland Security
Grant Program (HSGP) of DHS requires that each state develop and adopt a statewide
communications interoperability plan (SCIP) by December 2007. A key initiative of the
CalSCIP calls for an agreement between PSRSPC and CalSIEC on how to implement the
plan. Figure 2.0 from the 2007 CalSCIP illustrates how the various local, regional, and state
entities are currently involved in California’s public safety communications interoperability
planning. Certain other federal grants are also contingent on the CalSCIP, including the
federal Department of Commerce’s Public Safety Interoperable Communications Grant
(PSIC). See Section 2.5 for a description of current activities regarding PSIC funding in
California and the role of the PSRSPC.

The CalSCIP mission and vision complement those of PSRSPC. The CalSCIP calls for the
creation of the California Interoperability Coordinatot’s Office (CICO). Howevet, no
funding currently exists for CICO, and the PSRSPC consequently suggests the Legislature
take action to create this important and needed office to implement the CalSCIP.

VISION: VISION:

By 2017, ensure all local, regional, tribal, state, Develop, implement, and administer an

and federal public safety first-responders and innovative, inclusive, scalable, and sustainable

designated public service organizations operating statewide plan that facilitates wireless

within California will be able to communicate communications system modernigation and

using compatible systems, in real time, across interoperability and ultimately provides

disciplines and jurisdictions, to respond more effective, seamless, and reliable public safety

effectively during day-to-day operations and services throughout California.

major incidents.

MISSION: MISSION:
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[framework for an innovative, inclusive, scalable, California to effectively leverage existing

sustainable, and well-managed interoperability InVestents in commnnications infrastructures

infrastructure that promotes national standards, while moving rapidly and decisively to meet

and is effective in addressing the unique nrban targeted goals for improved interoperability,

and rural requirements of the public safety first universal statewide access, enhanced
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California in support of public safety.
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Figure 2.0: Local, Regional, And State Entities In California’s Public Safety
Communications Interoperability Planning

PLACEHOLDER PAGE for Figure 2 for CalSCIP GRAPHIC: Pending approval at
the joint PSRSPC and CALSIEC meeting on Nov. 15.

PSRSPC 2008 Report to the Legislature 3
Working Draft Only: 11/9/07 TC/JL



2.2 Tactical Interoperable Communication Plans (TICPs)

In 2007, PSRSPC’s Technical Working Group (TWG), along with representatives of the
California Statewide Interoperability Executive Committee (CalSIEC), focused extensively
on facilitating the development of preliminary Operational Area Tactical Interoperable
Communication Plans (TICPs) throughout the State. Meetings were conducted in all four
CalSIEC Planning Areas. Required by the Fiscal Year 2005 Homeland Security Grant
Program (HSGP), TICP development was a highly successful effort. TICPs were submitted
from Operational Areas representing approximately 85% of the State’s population, and 60%
of its land area. Each preliminary TICP documents the interoperable communications
resources available within an Operational Area, as well as who controls or manages each
resource. More comprehensive final draft TICPs are due December 2008 and will include
plans for conducting tactical communications during an incident and federal National
Incident Management System (NIMS) Communications Unit Leader training requirements
and guidelines.

2.3 Tactical Interoperability: Gateways

In 2007, the PSRSPC’s goal of procuring transportable gateways was accomplished.
Deployment of those gateways will occur in March 2008. The Governor’s Office of
Emergency Services (OES) has purchased and is currently coordinating the build of six
Mobile Communication Vehicles (MCV), or gateways, for use by state and local first
responders during emergencies and disasters. The new gateways will enable the
interconnection of radios with incongruent technologies and radios operating on different
frequency bands, thus, enabling communications across jurisdictions and disciplines during
emergencies. The gateways were purchased using multiple funding sources, including the
Law Enforcement Terrorism Training Program (LETTP) grant fund. As a result of funding
coordination with local law enforcement, the gateways will be deployed in each of
California’s six Mutual Aid Regions. The gateways will be operated by local law enforcement
jurisdictions under the guidance of OES, which directs the movement of gateways during
emergencies when needed. A 2008 goal for the PSRSPC calls for the development of a
Memorandum of Understanding (MOU) template to ensure that consistent Standard
Operating Procedures (SOPs) exist across jurisdictions for all six gateways. In the event that
a gateway is deployed to an emergency site, the MOU will function as the guiding standard
for any and all entities that use the gateway.

A Word of Caution on Gateways: Gateways represent a useful technology which enables
interagency communications during tactical operations; however, they are considered the
“lower” end of SAFECOM’s interoperability continuum (see Figure 2.1), compared to the
high end of the continuum which calls for standards-based shared systems. It is now
anticipated that after 2008, grants from the federal Office of Homeland Security will not
allow for tactical interoperability such as gateways, but encourage instead the use of more
advanced technologies.
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FIGURE 2.1: Gateways Are At the Lower End of the Technology Continuum
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2.4 Training and Exercises

Disaster medical system response agencies and organizations have the opportunity to
participate annually in multi-agency exercises or multi-agency field exercises and events.
These events help highlight the increasing importance of interoperable communications
between state agencies. The exercises and events include:

Exercises
e Golden Phoenix (July 2007)
e Rough & Ready (August 2007)
e Golden Guardian (November 2007)
Events
e Demonstration of new CHP Mobile Command Center
e Department of Technology Services (DTS) Mobile Communication Technology
Day
e Los Angeles Tactical Communication meeting
e Mather Air Show
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2.5 Federal Grant Money for Interoperability in California (PSIC-Public Safety
Interoperable Communications Grants)

California was awarded a one-time $94,034,510 grant, from the federal Department of
Commerce’s Public Safety Interoperable Communications (PSIC) Grant Program for
spending state-wide by September 30, 2010. Federal guidelines require that 80%, or
$75,227,608, be allocated to eligible local government entities. Table 2.0 below illustrates
how the money is to be distributed throughout the state. See Section 6 for more description
of how the PSRSPC proposes to use the PSIC funds for state-agency initiatives. Although
the money will be used for critical needs throughout California, it does not alleviate the need
for a long term sustainable funding source for California’s public safety communications
interoperability infrastructure.

In determining how to allocate grant money to improve California life-safety and
interoperability, the Governor’s Office of Homeland Security (OHS), the State Authorizing
Agency (SAA), used federal guidelines as a starting place (e.g. advanced technology, all
hazards mitigation). Emphasis was also placed on the PSRSPC and CalSIEC (California
Statewide Interoperability Executive Committee) strategy to solving interoperability - a
statewide “System of Systems” approach. Under these criteria, PSIC allocations will be used
to fund the bolstering of regional systems that adopt certain technology standards. If
funded, these disparate regional systems will eventually be linked via networks, allowing
statewide interoperable communications. A “System of Systems” will be costly as it entails
efforts unmatched in size and scope in the United States and even worldwide.

TABLE 2.0: PSIC Grant Allocation in California | *INote: Actual money available

Northern $2 444 89726 to state projects recommended by
Central $5’ 431, 43330 the PSRSPC is approximately
Capital-Bay $2’2 79’3 965 .27 8716 million. Also see section 3.6
Southern $44,557,312.22 on PSIC funding for training,
State (PSRSPC) | $18,806,902.00*

Total $94,034,510.00

2.6 New Coordinated Budget Process for Interoperability for PSRSPC

In 2007, the Governor's Emergency Operations Executive Committee (GEOEC) adopted a
new coordinated approach for evaluating State agency Budget Change Proposals (BCP’s)
related to all facets of emergency services and homeland security. The expertise of the
PSRSPC organization was used relative to communications and interoperability related
proposals. This coordinated BCP methodology is designed to ensure that multi-agency
communication system enhancements will be reviewed as 'one system' on behalf of the State.
Several PSRSPC agencies submitted BCPs related to critical operability and interoperability
as part of the administration’s overall consolidated GEOEC BCP package. Despite critical
interoperability needs some PSRSPC agencies were unable to participate in the BCP process
due to short time frames or changing factors that had surfaced since the 2007 Report to the
Legislature.
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KEY CHALLENGES TO PUBLIC SAFETY
INTEROPERABILITY

3.1 Equipment Obsolescence Continues to Threaten State Agencies

3.0

The PSRSPC and CalSIEC (California Statewide Interoperability Executive Committee)
20006 survey of state and local government agencies revealed an extremely high percentage of
outdated radios and other critical communications equipment. Obsolescence ranged from
47-81% in seven categories for key state agency radio equipment (Figure 3.0). Replacement
of obsolete communications equipment for PSRSPC State agencies would enable
maintenance of critical operability and improve interoperable communications, otherwise
not achievable due to changing FCC spectrum requirements and the unavailability of
replacement parts for aging equipment.

FIGURE 3.0: Percentage of State Agency Radio Equipment Considered Obsolete
e Older than useful life expectancy for radio system equipment per DGS-TD

e No longer supported by equipment manufacturer or repair parts no longer available
e Does not meet current FCC technical requirements

19,283 6,385 ,890 ,086 830 ,198 87
total total total total total total totat
664 4,235
1,458 or or
or 80% 81%
7% Obsolete Obsolete
1T Obsolete
16,325
10,622 or efrz
or 62%
55% Obsolete 61%
Obsolete Obsolete
i 41
or
47%
Obsolete
Mobile Portable Base Mobile Control Cache/ Cache/
Radios Radios Stations Relays Stations Reserve Reserve
Portable Mobile
Radios Relays
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3.2 Developing a Sustainable Funding Source for California’s Public Safety
Communications

It has long been recognized that developing a sustainable funding source for ongoing support
and development of California’s public safety communications interoperability infrastructure
is desperately needed. The PSRSPC 2006 and 2007 Annual Reports have also articulated this
need. Making this a reality, however, will require strong statewide leadership. The current
funding opportunity coming into California for communications through federal homeland
security grants — $94 million in the next 3 years — although important is earmarked
predominantly for local and regional systems rather than State Agencies.

The Recommendations Section 5.0 focuses exclusively on a strategic state-wide initiative to
develop a sustainable funding source, modeled after the successful 911 system, but dedicated
to interoperability inclusive of state and local government needs.

3.3 Governance for California’s Public Safety Communications is a Tall Order

Like funding, public safety communications governance is one of the greatest challenges to
achieving interoperability in California. Not only are numerous bodies involved in managing
California’s public safety communications (Figure 2.0), but great diversity exists in spectrum
and equipment use both within and outside of state government. Coordination and
collaboration between all the groups while essential, is also extremely time consuming with
key stakeholders located throughout the state. Governance seeks to bridge gaps to
interoperability and, given the size of California it is understandable why it poses such a
tremendous challenge. A major initiative of the CalSCIP (Section 2.1) calls for the PSRSPC
to work with CalSIEC on developing an agreement to define an official governance body
responsible for its ongoing implementation.

Another major 2007 governance effort involved members of PSRSPC’s Technical Working
Group (TWG) assisting with the development of Tactical Interoperable Communication
Plans (TICP’s) around the State (Section 2.2). The TICP’s produced extensive governance-
related information in preparing for the CalSCIP. Efforts will continue in 2008 in
conjunction with CalSIEC regional representatives to document and refine existing tactical
interoperable practices, in order to fit California’s adopted TICP template and provide
guidance throughout the TICP development process.

The state of California must replace the majority of
voice radio systems by 2013 to comply with FCC
regulations of narrowbanding and other standards
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3.4 Consequences of “Narrowband” & “700 MHz” FCC Deadlines and Shortage of
Radio Frequencies (Spectrum)

Like other diminishing resources in California, radio frequencies (spectrum) in the public
safety portions are at an ever increasing premium for first responders. Recognizing these
shortfalls, the Federal Communications Commission (FCC) instituted rulings to promote
more efficient use of spectrum and to facilitate the introduction of advanced technologies.
The use of “narrow-banding” will help to some degree in the foreseeable future but
practically speaking, the only spectrum that state and local agencies will have available for
systems expansions or large-systems development falls within the 700 MHz (contiguous with
800 MHz) realm — spectrum which will not begin to be available throughout most of
California until February 2009, provided it is released by television broadcasters. This poses
significant problems because many of California’s State agencies utilize spectrum in other
radio frequency bands as illustrated in Figure 3.1. Additionally, operational needs remain to
be determined and the state faces difficult decisions regarding which State and local
government agencies will receive the limited licenses for the new spectrum in the 700 MHz
frequency band.

The inflexible deadlines imposed by these FCC mandates, coupled with the obsolescent
equipment problems of State agencies, highlight the critical need to establish long term
sustainable funding to build and ensure a reliable public safety communications
interoperability infrastructure for California. See Recommendations, Section 5.0.

Given the consequences confronting California regarding narrow banding and 700 MHz

spectrum use, the 2008 Strategic Action Plan goals are directed toward these issues to the
extent possible, within the funding limitations that are now known. Appendix 1 contains

additional information on FCC deadlines on 700 MHz and narrowbanding.

FIGURE 3.1: Radio Frequency Bands (Spectrum) Used by California State Agencies

(For further in-depth information on frequency bands (spectrum) & definitions of terms see Appendix.)

1 2 3 4 5 6 7 8 9 10 1
High | VHF | VHF | VHFE 220 406 UHF | UHF- | 700MHz | NPSPAC 800 MHz
Freq Low Mid Hi MHz MHz band tv band Rebanded Rebanded

band band band band band band 769-775 809-816
2-25 136- 220- | 406420 | 450470 MHz 806-809 MHz MHz
MHz | 3050 72-76 174 222 MHz | MHz | 470-512 | 799-805 | 851-854 MHz 8§54-861
MHz MHz MHz MHz MHz MHz MHz
CalTrans (Dept of Transportation) = 1, 2, 3, 10, 11 DPR (Dept of Parks & Recreations) =4, 10, 11
CDCR (Dept of Corrections & Rehabilitation) =2, 4,7,10, 11 DWR (Dept of Water Resources) =4
CDPH(Dept of Public Health)= 10,11 EMSA=4,6, 7, 10, 11
CAL FIRE (Dept of Forestry & Fire Protection) =2, 4 Legislature= 11
CHP (California Highway Patrol) =2, 3, 4, 7 OES (Governor’s Office of Emer Services) =1, 2, 4, 6, 7, 10, 11
DFG Dept of Fish & Game) =4 **Numerous other departments in category 7
DGS (Dept of General Services) =4, 10, 11
DOJ (Dept of Justice) =4, 6,7,9,10,11
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3.5 Complexity of State Agency & Local/Regional Government “System of Systems”

CALSCIP HAS SOME LANGUAGE THAT NEEDS TO BE REVIEWED FOR THE
FINAL DRAFT OF THIS SECTION.

The challenges associated with developing a permanent “System of Systems” (SoS) for
California that will accommodate future technological changes remain. It will require a
comprehensive 10-year effort backed by a sustainable funding source. It will be costly indeed
as it entails efforts unmatched in size and scope in the United States and even worldwide.

Regional, local, and State agency-specific communications systems have been evolving since
well before 9/11 in response to basic communications needs. These efforts have yielded
communication alliances, often developed through a patchwork, ad-hoc approach toward
interagency, interregional communication. State agencies and local governments have
already invested time and money in their efforts to remedy ongoing regional communication
needs. In many cases, exceptionally effective systems that integrate equipment and
procedures have developed over time, which has created interoperable “pockets” around
California. However, there is the critical need to link these “pockets” together by bridging
technologies and procedural agreements in order to create an interoperable California
“pocket,” or “System of Systems” (SoS), in which all local, regional, and state entities can
communicate seamlessly and effectively.

***¥PLACEHOLDER FOR DIAGRAM ON SOS — Don’t know what size it will be.
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3.6 Statewide Training & Exercises Lacks Ongoing Funds

Proper training and regular exercises are critical to the implementation and maintenance of a
successful interoperable system; they are also essential for ensuring that technology works
and responders use it effectively during emergency operations. The old adage of “practice
makes perfect” is fundamental in these planning efforts. PSRSPC is considering the
expenditure of approximately $500,000 for the development and implementation of a
statewide Communications Unit Leader (COML) course from California’s share of the
tederal Public Safety Interoperable Communications Grants, PSIC (Section 2.5). This training will
help fill a gap identified by the federal Department of Homeland Security to provide
statewide minimum training standards specific to interoperability within all 58 counties. This
funding will jumpstart critical training up until 2010, however a long-term sustainable
funding source is essential if this training is to be maintained.

Although California sponsors and facilitates a plethora of well designed and executed
exercises, California’s Statewide Communications Interoperability Plan, CalSCIP (Section 2.1)
includes a key initiative on training for the future: “Develop a training strategy and
implement a long-term, continuous training program for communications interoperability.”
Like the statewide Communication Unit Leader Training, a long-term funding source will be
needed.

“Police, fire, and EM.S personnel are deservedly praised by
policymakers, but unfortunately, often times the praise is
not followed by action that meets their critical needs.
Americans rely on the heroic actions of onr first responders -
they must be given the necessary tools to continue protecting
our communities. Communications interoperability will
mafke them safer and more effective, and thus we all will
benefit. Faced with insufficient funds, ontdated radios, a
lack of spectrum, and other burdles, public safety
departments are limited in their response to the most
dangerous of emergencies. T echnical solutions exist for
commmunications interoperability, but the costs are offen too
high for individual communities. It will take a coordinated
effort from all levels of government, something that has been
previously lacking.”

Commissioner William Fox,
Metropolitan Fire Association, New York
First Response Coalition Member
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RISKS TO CALIFORNIA'S PUBLIC SAFETY 40
COMMUNICATIONS

4.1 Introduction to Risks

The State of California owns, operates, and maintains complex and critical public safety
communications infrastructure systems that are prone to risks. Based on three perspectives,
this Section briefly looks at some of the risks and consequences to PSRSPC State agencies,
to underscore the recommendation for a long term funding mechanism discussed in Section
5.0:

e FCC Mandates for Narrowband & 700 MHz

e October 2007 Southern California Wildland Fires

e Earthquake Planning Scenario for Central California
4.2  FCC Mandates for Narrowbanding & 700 MHz

The State of California must replace the majority of voice radio systems by 2013 to comply
with FCC regulations of narrowbanding and other standards. Section 3.4 discusses the
challenges of these mandates; the consequences are highlighted below.

Narrow Banding: what are consequences to California’s public safety interoperability
due to the FCC 2011 and 2013 deadlines for narrow banding?
e Loss of communications capabilities for State agencies that do not meet the
deadlines.

e FCC will prohibit manufacture or importation of new equipment that some State
agencies would depend upon to maintain and upgrade their older, obsolete systems.

e State agencies operating without meeting the deadlines may suffer FCC fines (up to
$10,000 per interference/transmission/instance).

e State agencies’ only option for interoperability may be as subscribers to private
networks.

e FCC will not approve applications for new voice operations or applications when
using wider channels (25 KHz) as compared to narrower channels. Only
narrowband applications will be approved.

700 MHz: what are consequences to California’s public safety interoperability due to
the FCC 2012 and 2017 deadlines for 700 MHz?
e Diminished capability to respond to disasters within the L.os Angeles and San
Francisco regions. (CalTrans)

e Loss of spectrum for State agencies; unused spectrum would revert to “general use”
channels available to any eligible public safety users. Local government users have
identified an immediate need for more spectrum than is currently available to them,
so they are prepared to use any overflow from the State.
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4.3 Actual Event: October 2007 Southern California Wildland Fires
(Note — Impact and consequence information will need to be updated before report is finalized.)

Im t
pacts [JEZF/;’

e 7 counties — 498,000 acres burned

e 8 dead; 61 reported injuries

e Over 500,000 people evacuated and over 12,000 sheltered -~
e 3,107 structures destroyed; 511 damaged, 22,075 threatened

e 11,890 fire personnel plus law enforcement, medical, utility, and environmental on
scene from local, state, federal, tribal, and private entities.

e 5—7 multi-agency communications sites damaged

FIGURE 4.0: Some Initial Critical Interoperability & Operability State Infrastructure

Issues from Southern California Wildland Fires (as of 10/25/07)

e Loss of Communications Vaults: Multiple State agencies “co-locate: equipment in vaults
that were damaged in the fires. At least 5-7 sites were damaged. Tecate Peak was “burned
over” in the recent fires and sustained damage but remained in operation. This highlights the
critical fact that structures need to be protected and that the facilities and equipment at these
sites are infrastructure for State, i.e., the entire public safety community has a stake in their
preservation. This continues to raise concerns about how to protect such critical yet
vulnerable public communications infrastructure. Vaults may be the highest risk for the state
in terms of vulnerability. Damage may be in the hundreds of thousands of dollars or higher
and a take long time to rebuild. Sharing resources via “co-locating” has its advantages in an
event such as the fires for water dumps over mutual sites. However, the vulnerability of the
State communications system is then increased by the concentration of critical infrastructure,
making protection of these sites of utmost importance. DGS-TD was credited for getting
site (which one?) back up and running. These fires also raise the reality that vaults in areas
such as the Central Valley or Northern California may be even more vulnerable than areas in
Southern California where response resources are more likely to be quickly available due to
better funded planning and coordination efforts.

e Remote Major Mobile Relay/Microwave Communications Sites Saved
The State’s communications infrastructure was at risk in the fires. For example, the
Poomacha Fire, which started October 23, 2007, threatened the Boucher Mountain Lookout
telecommunications site. The site is also a critical link for the State’s Public Safety
Microwave System. Loss of this link would adversely affect communications for many State
agencies in the southern part of the State. If this telecommunications site, as well as many
other similar sites, had been non-operational or destroyed, critical public safety
communications would be lost and costs for recovery of the sites would be extremely high
and take months to rebuild. This major telecommunications site provides facilities for and
operations of the public safety radio equipment for: Department of Justice; California
Highway Patrol; Department of Forestry and Fire Protection ;Department of
Transportation; Department of Patks and Recreation; Department of Fish and Game;
[CMARS is a system owned by DGS-TD; it is a State agency|; Department of General
Services-Telecommunications Division. Thanks to the unified efforts four of the US Forest
Service and one of the CA Department of Parks and Recreation engines and crews, the
Boucher Mountain Lookout telecommunications site was protected from the Poomacha
Fire.
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4.4 Planning Scenario: Recurrence of 1906 San Francisco Earthquake

A large scale disaster such as a repeat of the 1906 San Francisco earthquake may significantly
threaten California’s public safety communications systems. Scientists estimate a 62%
probability of at least one magnitude 6.7 or greater earthquake, capable of causing
widespread damage, striking the San Francisco Bay region before 2032. This section strives
to highlight the risks based on a planning scenario of a 7.9 magnitude quake in central California,
developed for the “100" Anniversary Earthquake Conference Commemorating the 1906 San
Francisco Farthquake,” by the US Geological Survey (USGS), CA Office of Emergency
Services, and Earthquake Engineering Research Institute (See USGS Website -
http://quake.usgs.gov/). Figure 4.0 includes the state microwave transmitters and the level of
shaking to be expected based on the planning scenario.

Potential impacts

e Nineteen Central California counties from Monterey to Humboldt impacted

e 1,900 people killed outright; over 12,200 people requiring hospitalization and only
35% of hospital beds immediately available

e Highways, bridges, water systems, and telecommunications networks damaged

e 600 fire ignitions and 67% of fire stations at risk to moderate damage

e Almost 241,000 households displaced; 125,000 individuals needing shelter; 789,000
households with power immediately disrupted; and 1.28 million out of 2.25 million
households without water after seven days and over 256,000 still without water after
thirty days.

o Virtually all State agencies and many local agencies and critical o Continue modernization of the statewide Public Safety Microwave Network and
facilities depend on state’s microwave system which is California Multi-Agency Radio System.
vulnerable to earthquakes. o Purchase of deployable communications units that deliver voice, data, and

o State and local microwave-based communications systems video communications using satellite and microwave system.

limited with downed towers; operational capacity overloaded with
high volume of first responder traffic.

o First responder communications capabilities significantly * Radio conversion/upgrade to increase range and ensure all staff can
hampered by disruption to dispatch and communications systems; communicate.
worker safety jeopardized. o Augment limited radio caches to allow communications with other responders.

o Purchase gateway units allowing multi-agency communications during tactical
operations.

o Communications systems and equipment operability o Replace current obsolete radio infrastructure and equipment to keep system
compromised due to obsolescence; most are 12 to 25 years old. operational and to upgrade to narrowband capable.

o Interoperability limitations exist among existing local, state, and o Begin development of “System of Systems” tying local and state systems
federal communications systems affecting first responders; cannot together with bridging technology and universal procedures.
communicate with agencies operating on newer * Replace mobile relays/repeaters, control stations, and base stations statewide
communications platforms. with standards-based equipment.

o Upgrade existing trunked radio systems providing improved interoperability and
ability to participate in regional communications systems.

o |nstall statewide/regional communications interoperability network utilizing
gateway units capable of linking disparate radio systems and satellite, landline,
and cellular phone systems.

o Lack of State narrowband limits communications e Upgrade, reprogram and/or replace radio system equipment to meet
(see section 4.2 for more information) . narrowband requirements.
o Critical facilities’ primary and redundant communications o Replace/upgrade existing radio equipment

systems damaged, overloaded, or destroyed, necessitating radio
communications with responding agencies.
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FIGURE 4.1: State and Local Microwave Locations with 1906 M 7.9 Earthquake Scenario Shake
Intensity
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RECOMMENDATION 5.0

5.1 Call to Action

“The creation of a secure, revolving funding source is the single
most important step to ensuring California’s future public safety
communications. Rather than continuing a piecemeal, ad-hoc
approach to funding the state’s public safety communications, the
time is now to develop a secure funding source.”

15 Members of PSRSPC, December 2007

Governor’s Office of Emergency Services (OES) — Chair; California Highway Patrol, (CHP);
Department of Transportation (CalTrans); Department of Corrections and Rehabilitation
(CDCR); Department of Parks and Recreation (DPR); Department of Fish and Game
(DFG);Department of Forestry and Fire Protection (CAL FIRE); Department of Justice (DOJ);
Department of Water Resources (DWR); Department of Public Health (CDPH); Emergency
Medical Services Authority (EMSA); Department of General Services (DGS); Governor’s Office of
Homeland Security (OHS); Military Department; Department of Finance

Providing a secure, revolving funding source will allow for immediate critical operability
challenges to be resolved first— ensuring public safety—and longer term, prioritized
acquisition of Systems of Systems equipment and personnel to be procured second. The State’s
budget deficit situation makes an ongoing large capital outlay for public safety
communication operability and interoperability equipment very unlikely. Local government
and regional programs are rapidly moving forward with advanced development of systems
with limited State partnership and coordination. Looming federal deadlines such as the 2013
FCC narrow-banding requirements impact the entire State, requiring major policy and
program collaboration between State agencies and local entities. Sixteen other states are
currently funding their public safety communications systems in some form, on an ongoing
basis. The time has come for California to establish a mechanism for sustainable funding for
critical operability and interoperability systems that work for the state.

5.2 Funding Options Used Around the Country

The 2007 PSRSPC report illustrates funding options currently in use throughout the United
States, as summarized in Table 5.0. As stated above, a total of sixteen states around the
country have found funding systems to fit their needs including: a modified 911 system,
bonds, sales taxes, federal grants, driver’s license surcharges and general fund appropriations.
Each option has its pros and cons as explained in the table. Additionally, the 2007 Report
includes interviews with other key State and local interoperability coordinators on challenges
faced with funding their interoperability projects.
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TABLE 5.0: SUSTAINED FUNDING SOURCES

OPTIONS FOR CALIFORNIA'S
PUBLIC SAFETY COMMUNICATIONS INTEROPERABILITY INFRASTRUCTURE

Type

Pros

Cons

Notes

Public Safety
Communications
Surcharge

* Renewable**

Regulatory issues,

» Potential funding for

* 911 Type fund
(Utilities Model)

* Recent decrease in
surcharges, i.e.,
federal tax
rescinded

Clear financial need

e.g., some phone
services may not be
included

the 58 Operational
Areas (e.g., base +
population)

Utilities Model can be
used for State and
Local

911 fund has call
volume as funding
base

General Fund
Types

Recurring fixed
line item for entire
state

Subscriber
surcharges

Ongoing funding
source

Limited General Fund
money

Monies get redirected
in Agencies budgets

Inconsistent funding
source

Would have to assess
locals subscriber
surcharges

“Line item” may be
best

Federal Funds

Quick upfront
money

Good as “short-
term” funding
source, e.g., for
one-time project
expenses

No or little spending
allowed for
maintenance,
personnel,
installation, etc.
(restrictions how
spent)

Often require
matching funds

Could be source of
funds, but not primary
source

Not preferred as long-
term strategy

Bond Funds

Quick upfront
money

* Bond measures hard
to pass

WHAT OTHER STATES ARE DOING: *New York: E 911 tax, Minnesota: 911 surcharge
Arkansas, Florida, lllinois, Indiana: Increased surcharge on yearly license renewal
Arizona: Sales tax increase; New Jersey, Rhode Island, Utah, Virginia: Bonds

Alaska, New Hampshire: Federal funding, lowa, Ohio, Pennsylvania: General fund appropriations
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5.3 Recommended Option- A 911 Interoperability (911-1) Type System

The PSRSPC regards a funding mechanism modeled after the highly successful California
911 system as the most effective design for a reliable, dedicated funding source. This source
would provide ongoing funding for updating, replacing, designing, and coordinating the
complex public safety communications systems around the State — for both local and State
efforts. The current 911 program is viewed as extremely successful by local entities and State
agencies, based primarily upon the direct public safety benefit received by users—a key
parallel benefit that would also be the case for a new 911 type interoperability program
dedicated to developing State and local coordinated emergency communications systems.

5.4 California’s Current 911 System—How it Works Now

The 911 system in California is funded through a surcharge ranging from .5% to .75% on all
intra-state telephone calls. DGS recommends rates to the State Board of Equalization (BOE)
annually, depending on the amount or revenue generated during the previous fiscal year, and
the program management needs of the upcoming year. In FY 2001-2002, the surcharge
generated a total of $120,159,000. The funds must be appropriated by the Legislature in each
budget each year. Typically, the surcharge on individual telephone users in the State is quite
small; DGS currently estimates a total of approximately 30 cents per person, per month for
the 911 program. A surcharge gradient based on income and other extenuating
circumstances is built into the program. The surcharge applies largely to everyone except
Lifeline customers and calls originating or routed through other states. The original funding
system was designed in 1970 before the advent of cellular technology, voice over IP
(Vo/IP), and bundled setvices. An examination is now under way regarding how best to
react and modernize the 911 program to respond to these new technological, market-based
changes.

5.5 Partnership with Local Government and Regional Systems is Key

Throughout the last three years—and especially 2007 during the development of the
California Statewide Communications Interoperability Plan 2007(CalSCIP) (Section 2.1) —the
critically important partnership with local government and regional systems has been
reinforced time and again. Although the development of state government programs and
systems is the primary focus of this report, the funding needs for California’s statewide
interoperability needs for critical public safety transcends State agencies alone. The benefits
of a shared funding strategy such as a “911-1" are significant, and will provide the linkages
between local and State efforts that can ensure an effective “System of Systems”(Section 3.5)
build-out for the long term.

Given this reality, and the complexity of California’s needs, the design requires a thoughtful
approach and collaborative strategy to address expected issues. Several of the needs in the
development of this program include:

e Key Stakeholders In Early Design Discussions
Identifying key stakeholders and inviting them to help craft the funding legislation
will be essential to designing a successful program. Indeed, many of these groups are
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listed in the PSRSPC authorizing legislation as coordinating organizations; others are
imbedded into local and regional efforts. This partnership list reinforces the need to
embark on comprehensive, coordinated efforts between the PSRSPC and CalSIEC
to provide the sharing of common interests and technical expertise. Several of the
stakeholders identified for collaborative involvement of this program include:
Communications industry associations

Equipment manufacturers

Service providers

Citizens rights groups

Public safety associations—Fire, Law Enforcement, Emergency Medical, etc.
Local government organizations—ILeague of CA Cities, CA State Assoc. of
Counties, CA Emergency Services Association, others.

me a0 o

e Advisory Board for Stakeholder Feedback
Similar to the way the current 911 fund operates, an external advisory board will be a
valuable addition once a funding mechanism is established. Key organizations; local,
regional, and state agencies; first-responder associations; and other important
stakeholders around the state should be selected to help advise on the initial

development and ongoing implementation of the new interoperability public safety
fund.

e “911-I” Type Program Starts the Process; Additional Major Investment Will
Be Needed

e As seen in other states and in previous studies by the PSRSPC, the full build-out for
the envisioned “System of Systems” (SOS) program in California will take billions of
dollars over many years. The nominal program outlined in this Chapter allows for
the funding of critical operability needs, coordinated strategic planning across all of
California, and an initiation of interoperability equipment and governance
implementation. The full program development for a SoS can be linked to this initial
funding mechanism and if designed with flexibility could accommodate future
funding needs or, once the full strategic 10 year + needs are identified, a single build-
out funding tool could be utilized (such as a one-time bond initiative).

e Certain Exemptions Must Be Allowed
PSRSPC’s analysis of DGS’s successful program also identified that exemptions
similar to those for the 911 system must be created. Key exemptions should include
Lifeline users and geriatric communities. The surcharge must also adhere to the same
strict intra-state rules; no surcharges may be imposed on any interstate
communications without triggering federal involvement.

e State And Local Government Revenue Sharing
The future program should clearly identify the revenue sharing arrangement between
local/regional and state funding. This mutually beneficial arrangement will allow for
local/regional programs and state agencies to coordinate equipment acquisition,
planning, and procedure development—both in the near term for operability
enhancement, as well as the longer term for the System of Systems full statewide
build out.
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5.6 Road map to 2017

Figure 5.0 illustrates both the short-term and long term funding needed to achieve the goal
of interoperability by 2017 envisioned by PSRSPC and also by the California Statewide
Communications Interoperability Plan 2007(CalSCIP) (Section 2.1).
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Figure 5.0

Road Map to 2017
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2008 STRATEGIC ACTION PLAN GOALS

INTRO HERE TO BE WRITTEN AFTER PSRPSC ADOPTS PSIC 1J.
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Figure 6.0: Future of California’s Public Safety Communications Interoperability Planning Based on Development of a Sustainable
Funding Source
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2008 STRATEGIC ACTION PLAN GOALS

Goal 1: FUNDING
Pursue a phased, renewable, and priority-based funding strategy for California’s
public safety communications physical infrastructure and governance.

OBJECTIVES:

A. Build support statewide for a long-term funding program for California’s public
safety communication systems. (2008)

B. Encourage state leadership in the development of a long-term funding program for
California’s public safety communication systems. (2008)

C. Continue to collaborate with GEOEC in budget coordination, as needed.
(Ongoing)

D. Continue to pursue grant funding for California’s public safety communication

systems including equipment purchases or system upgrades to support both state
and local systems. (Ongoing)

PROJECTED OUTCOME: Statewide understanding and support from state leadership who can
initiate a long-term funding program for California’s public safety communication systems.

Goal 2: OPERABILITY
Identity and attain methods to alleviate operability shortfalls within state agency
communications systems which migrate toward interoperability.
OBJECTIVES:

A. Coordinate the development of a ten (10) year plan for each PSRSPC member
agency which includes phased approaches that achieve interoperability through
operability, while taking into account upcoming federal mandates regarding narrow
banding and 700MHz spectrum. (4" Quarter 2008)

B. Partner with local regional systems to achieve operability, wherever feasible.
(Ongoing)

PROJECTED OUTCOME: Secure a coordinated, phased approach for state agencies to achieve

operability while migrating to P-25 compatible equipment that allows for interoperability solutions over
time.
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Goal 3: GOVERNANCE

Develop long-term, coordinated governance structure for integrated statewide
public safety voice and data communication systems.

OBJECTIVES:

A.  Continue to collaborate with CalSIEC to implement the California Statewide
Communications Interoperability Plan (CalSCIP). Ongoing

B.  Collaborate with CalSIEC to finalize a Memorandum of Understanding (MOU)
template on interoperability. 4" Quarter 2008

C.  Finalize the development of equipment selection and purchase policies and
procedures which include requirements established in the GC 8592 and which are
compatible with the CalSCIP. 2008

D. Continue partnering with CalSIEC in the development and compilation of the final
TICP’s due in December 2008 from every California operational area.

PROJECTED OUTCOME: To develop and adopt practices, procedures, and guidelines advancing
prevailing legislation and CalSCIP ftenets, and conducive to optimizing standards-based, interoperable
equipment purchasing and interoperable collaboration across jurisdictional boundaries and disciplines
Statewide.

Goal 4: EDUCATION
Commence on-going annual opportunities to exchange current information to build
knowledge on the multi-faceted topic of public safety communications.
OBJECTIVES:

A.  Conduct a “Public Safety Communications Education Day” in partnership with
other public safety organizations to educate state government officials and the public
of the importance for a robust public safety communications program. (3* Quarter
2008)

B.  Review, revise and disseminate educational packets to state government officials and
the legislature. (Ongoing)

PROJECTED OUTCOME: Heightened appreciation and understanding by the public, executive
governmental appointees and the legislature on the components of public safety communications needed to
provide timely, coordinated, multi-discipline response to the citizens in California during emergency incidents
or catastrophic disasters.

PSRSPC 2008 Report to the Legislature 25
Working Draft Only: 11/9/07 TC/JL



Legislatively Required Activities

7.0

Name Description Status / Goals for 2008
PSRSPC AB 2041/2116, effective | 2007 PSRSPC Meetings: 3/28/07, 7/11/07, plus 3 joint
Membership & 1/1/07 meetings with CalSIEC. This needs to be updated.
Meetings Membership: Effective

1/1/07, OES Chairs 2007 Joint PSRSPC & CalSIEC Mtgs: 5/8/07,

PSRSPC. 9/24/07 and 11-15-07.

Added membership to

include Military Dept, . Lo

. GOALS FOR 2008: Continue collaborating with
Dept Health Services, . .
CalSIEC and constituent entities.

and DOF.

Meetings: required to

meet at least twice a

year, at least once a year

with CalSIEC.
Consultation 8592.3 (a) These organizations are invited to participate in all PSRSPC
with meetings as well as the 9/24/07 and 11/15/07 joint

Organizations &
Entities

PSRSPC/CalSIEC SCIP review.

GOALS FOR 2008: Continue collaborating with the listed
organizations and entities.

Model
Memorandum of
Understanding

Government Code
Section 8592.3 (c)

The MOU will be developed by an ad hoc PSRPSC working
group using SAFECOM’s ‘Writing Guide for a
Memorandum of Understanding’ as its guiding resource.
Additionally, the PSRSPC ad hoc working group will
leverage information provided by the Tactical
Interoperability Communications Plans (TICP) developed
throughout the State, as well as information gained through
the California Statewide Communications Interoperability
Plan (CalSCIP) development process.

GOALS FOR 2008: In conjunction with CalSIEC, develop an
MOU for six gateway platforms to be deployed in 2008.

Equipment
Purchases

Government Code
Section 8592.4(a)

Each agency determines/identifies its needs

After all represented agencies have identified their
requirements, PSRSPC establishes a program for purchase
after securing DGS TDs technically-based assurances that:

a) collective, long term committee goals are met while
b) meeting each agencies unique communications needs, and

¢) equipment conforms to the P25 suite of standards and
SAFECOM SoR guidelines
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Name

Description

Status / Goals for 2008

Equipment
Purchases

Government Code 8592.4(a)

GOALS FOR 2008: In conjunction with DGS TD, to
develop a composite strategic plan addressing the short- and long-
term needs of each participant agency, and identifying a clear path
towards a future harmonious with PSRSPC, CalSIEC and
CalSCIP objectives — a future enabling interoperable
communications thronghout California. The Strategic Plan is
envisioned as the basis for a procurement plan and will be
developed concurrently.

Equipment
Waivers

Government Code 8592.6 (c)

Although the need for waivers will diminish over time, Section
84924 () states the legislation “...does not mandate that a
state or local governmental agency affected by this section is
required to compromise its immediate mission or ability to
function and carry out its existing responsibilities....”.

GOALS FOR 2008: DGS TD will continue to carefully
weigh requests for waiver, balancing the criticality of the need and
cost/ benefit considerations against the long term objectives of the
PSRSPC, CalSIEC, CalSCIP, and SAFECOM program. 1t
will submit its recommendations to PSRSPC for their approval.

Budget
Proposals

Government Code Section
8592.7

The PSRSPC-TWG has developed an initial review
protocol and is in the process of developing
comprehensive procedures relative to these
requirements. The procedures address the process for
the PSRSPC to review State agencies’ submitted BCPs
to verify consistency with the statewide integrated
public safety communication strategic plan included in
the annual report, and for DGS TD to review the
budget proposals for or consistency with the technical
requirements of the statewide integrated public safety
communication strategic plan included in the Annual
Report.

GOALS FOR 2008: The PSRSPC and DGS TD will
continue to perform its reviews, refining the process as
the new calendar years progresses.

Annual Report
to the
Legislature as
State’s Strategic
Plan

Government Code Section
8592.6. (a)

Completed.

GOALS FOR 2008: The PSRSPC will continue to

refine the “essence” of the Annual Report to better
conform to the purpose and audience for which it is
intended.
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TIMELINE: KEY DATES FOR CALIFORNIA'S
PUBLIC SAFETY COMMUNICATIONS APPENDIX 1
INTEROPERABILITY

The state of California must replace the majority of
voice radio systems by 2013 to comply with FCC
regulations of narrowbanding and other standards

™

¥ 2008: Establish stopgap funding for California’s Public Safety Communications Interoperability Infrastructure
and begin statewide initiative for long term sustainable funding source.

# 2008: Implementation of first ever CalSCIP as required for federal grants.

B 2009: 700 MHz Planning - The 700 MHz block of 24 MHz of spectrum conditionally allocated to public safety
in 1998 is scheduled to become available in February 2009 throughout California when incumbent TV
broadcasters vacate this spectrum for public safety uses. Some state agencies have begun purchasing equipment
that can operate on the 700MHz band. Forward planning for the implementation of the state’s portion of this key
resource is imperative if the state is to meet the aggressive “USE IT OR LOSE IT” implementation conditions
imposed on its use by the FCC:

B By 2012: 700 MHz spectrum mandated by FCC in use by one-third of California’s population or geography.
The state is required to certify on or before (currently January 2012), that it is providing or prepared to provide
“substantial service” to one-third of California’s population or territory.

P By 2017, 700 MHz spectrum in use by two-thirds of California’s population or geography- the state is required
to certify on or (currently January 2017), that it is providing or prepared to provide “substantial service” to two-
thirds of California’s population or territory.

™

¥ By 2013: Systems equipment to meet FCC'’s narrowband requirements must be replaced. Narrow banding
mandates - January 1, 2013 is the deadline by which Public Safety Radio Pool licensees operating in the 150-174
MHz and 421-512 MHz bands must migrate completely to 12.5 kHz narrowband technology. This affects all
PSRSPC agencies operating public safety communications systems in the targeted bands. See Figure X in this
report highlighting what spectrum state agencies use as well as Appendix __ of further radio frequency band
(spectrum) information. These agencies must migrate to narrowband communications system equipment by the
end of 2012. The PSRSPC s targeting the beginning of 2012 for completion of this critical migration, allowing for
unforeseen developments to be accommodated as necessary.

L .|
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APPENDIX 2
DEFINITIONS AND ACRONYMS

Bandwidth — The amount of spectrum occupied by a radio signal (usually measured in kilohertz).
There is an ongoing effort nationally to increase the amount of usable spectrum by reducing the
bandwidth (‘wideband’) used today in half (‘narrowband’), and adding new users between the
existing users.

Broadband — In the context of public safety communications, a data transmission in which the
bandwidth is more than 1.0 MHz. These data transmissions include image files (fingerprint
images, photos of a missing person, video from an incident, or maps of buildings) and large text
files such as reports.

CALFIRE — Department of Forestry and Fire Protection

CalSCIP — The California Statewide Communications Interoperability Plan (CalSCIP) is seen as
the primary guiding document for statewide communications interoperability planning within
California. The document serves as the glue holding together and directing California’s various
communications interoperability governance groups and efforts.

CalSIEC — The California Statewide Interoperability Executive Committee (CALSIEC) has been
tasked with managing the state and federally designated interoperability spectrum on behalf of all
of our public safety first responders. CALSIEC develops and maintains the agreements that define
practices for the use of interoperability channels. It functions as part of the Standardized
Emergency Management System (SEMS) / National Incident Management System (NIMS).
CALSIEC was established and operates under a Federal Communications Commission charter to
the states to administer that portion of the 700 MHz band designated as interoperability spectrum.
The Director of OES chartered CALSIEC, in 2003, to combine existing efforts and to provide a
single committee to administer all interoperability spectrums in California.

Caltrans — Department of Transportation

CASM — The Communication Assets Survey and Mapping Tool collects, displays and assesses
Public Safety & First Responder L.and Mobile Radio (LMR) Voice communications equipment and
interoperability methods for Agencies in an Urban Area.

CDCR - Department of Corrections and Rehabilitation

CDPH - Department of Public Health (Former Department of Health Services was split into the
Department of Public Health and Department of Health Care Services)

CHP - California Highway Patrol
CMD - California Military Department

DFG — Department of Fish and Game

L .|
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DGS — Department of General Services

DHCS- Department of Health Care Services (Former Department of Health Services was split
into the Department of Public Health and Department of Health Care Services)

DOF — Department of Finance

DOJ — Department of Justice

DPR — Department of Parks and Recreation
DOT — Department of Transportation

DWR — Department of Water Resources
EMSA — Emergency Medical Services Authority

Gateway — The commonly accepted term to describe a standalone device that is used to patch two
or more radio systems together to bridge the users of each system, creating interoperability.

Interoperability — Interoperability generally refers to the ability of public safety emergency
responders to work seamlessly with other systems or products without any special effort. Wireless
communications interoperability specifically refers to the ability of public safety officials to share
information via voice and data signals on demand, in real time, when needed and as authorized.
For example, when communications systems are interoperable, police and firefighters responding
to a routine incident can talk to each other to coordinate efforts. Communications interoperability
also makes it possible for public safety agencies responding to catastrophic accidents or disasters to
work effectively together. Finally, it allows public safety personnel to maximize resources in

planning for major predictable events such as the Super Bowl, or an inauguration, or for disaster
1
relief and recovery efforts .

Narrowband — In the context of current voice and slow-speed data signals, a signal that occupies
less than 12 kHz of bandwidth.

Narrowbanding — Narrowbanding is the process of adopting updated technical standards to
permit more individual voice channels to operate in a given slice of spectrum.

NPSTC — National Public Safety Telecommunications Council (NPSTC)

OHS — Governor’s Office of Homeland Security

OES — Governor’s Office of Emergency Services

Operability — The ability for members of a public safety agency to communicate as authorized

with other members of that agency at any time from anywhere within the agency's responsibility
area.

L .|
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PSRSPC — Public Safety Radio Strategic Planning Committee was codified by the Public Safety
Communications Act of 2002 (Government Code section 8592 et seq.). It continues an ad hoc
effort underway since 1994 to develop and implement an integrated statewide Public Safety
communications system that facilitates interoperability among the member state agencies, and
fosters shared use and interoperability with local and federal public safety agencies.

Rebanding — a process of moving groups of channels to different chunks of spectrum in the same
radio band. The remedy for Nextel cell sites causing interference to public safety radios at S00MHz
was to reband Nextel and public safety from a commingled situation to separate, exclusive,
contiguous chunks of spectrum.

Refarming — The width of each channel (bandwidth) is reduced. Also, the spacing between each FCC
channel assignment is reduced. Once narrowbanding has been implemented, "refarming" can begin.

SAFECOM - The SAFECOM program in DHS’ office for Interoperability and Compatibility
provides research, development, testing and evaluation, guidance, and assistance for local, tribal,
state, and federal public safety agencies working to improve public safety response through more
effective and efficient interoperable wireless communications.

SoS — System of Systems: the result of the amalgamation of disparate communications systems
statewide via digital networking technologies into-a linked-infrastructure (or network) capable of
supporting interoperable communications.

Spectrum — The entire range of electromagnetic communications frequencies, including those
used for radio, radar, and television

TICP — Tactical Interoperable Communications Plan—FY-05 Homeland Security Grant Program
requirement that each urban area receiving FY05 UASI funds must develop a plan to achieve
tactical interoperable communications across jurisdictions in the urban area.

Trunking — Trunking is a technology used to increase the efficiency of a radio system by
distributing conversations over a pool of radio channels, as needed.

UASI — Urban Area Security Initiative. A program of DHS covering the 50 largest urban areas in
the United States.
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APPENDIX 3

REFERENCES

e Public Safety Radio Strategic Planning Committee (PSRSPC) http://pstspc.ca.gov

e (California Public Safety Communication Act, Government Code Section 8592-8592.7
http://www.leginfo.ca.gov/cgi-
bin/waisgate?WAISdocID=7260442173+0+0+0&WAISaction=retrieve

e California Statewide Interoperability Executive Committee (CALSIEC)
http://rimsinland.oes.ca.gov/CalSIEC.nsf/home?OpenForm

e SAFECOM Interoperability Planning Methodology
http://www.safecomprogram.gov/SAFECOM/library/interoperabilitycasestudies /1223 statewide
communications.htm

e SAFECOM Statewide Communications Planning Overview
http://www.safecomprogram.gov/SAFECOM/tools/scip.htm

e SAFECOM Statement of Requirements (SoR) for Public Safety Communications
http://www.safecomprogram.gov/NR/rdonlyres /B20DC842-B760-4DB0-B3B6-
D3F1B0A5F26B/0/PS SoR2 v10 9112006.pdf

e NIMS Compliance Website

http:/ /www.fema.cov/emergency/nims/nims compliance.shtm

e Project 25 Website. http://www.p25.com/

e US Department of Homeland Security. http://www.dhs.gov

e National Public Safety Telecommunications Council (NPSTC)
http://www.npste.org/index.jsp

e Governor’s Office of Homeland Security (OHS), Public Safety Interoperable
Communications Grant Program (PSIC) Guidance and Application.
http://www.homeland.ca.gov/pdf/PSIC CA Supplement.pdf

e SAFECOM Writing Guide for a Memorandum of Understanding (MOU)
http://www.safecomprogram.gov/NR/rdonlyres /70169F1E-F2E9-4835-BCC4-
31F9B4685C8C/0/MOU.pdf

e Tactical Interoperable Communications Planning Guidance and Template
http://www.ojp.usdoj.gov/odp/docs /TICPGuidanceand Template.pdf

e OHS Office of Grants and Training

http://www.ojp.usdoj.gov/odp/grants programs.htm

e FY-07 Homeland Security Grant Program Guidelines

http://www.safecomprogram.gov/NR/rdonlyres /B24B992A-AF65-4EBC-BC19-
321F64002D74/0/FY07SAFECOMGrantGuidance FINAL.pdf

e California Statewide Communications Interoperability Plan (CalSCIP).
PLACEHOLDER: SCIP Link?
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http://psrspc.ca.gov/
http://www.leginfo.ca.gov/cgi-bin/waisgate?WAISdocID=7260442173+0+0+0&WAISaction=retrieve
http://www.leginfo.ca.gov/cgi-bin/waisgate?WAISdocID=7260442173+0+0+0&WAISaction=retrieve
http://rimsinland.oes.ca.gov/calsiec.nsf/home?OpenForm
http://www.safecomprogram.gov/SAFECOM/library/interoperabilitycasestudies/1223_statewidecommunications.htm
http://www.safecomprogram.gov/SAFECOM/library/interoperabilitycasestudies/1223_statewidecommunications.htm
http://www.safecomprogram.gov/SAFECOM/tools/scip.htm
http://www.safecomprogram.gov/NR/rdonlyres/B20DC842-B760-4DB0-B3B6-D3F1B0A5F26B/0/PS_SoR2_v10_9112006.pdf
http://www.safecomprogram.gov/NR/rdonlyres/B20DC842-B760-4DB0-B3B6-D3F1B0A5F26B/0/PS_SoR2_v10_9112006.pdf
http://www.fema.gov/emergency/nims/nims_compliance.shtm
http://www.p25.com/
http://www.dhs.gov/
http://www.npstc.org/index.jsp
http://www.homeland.ca.gov/pdf/PSIC_CA_Supplement.pdf
http://www.safecomprogram.gov/NR/rdonlyres/70169F1E-F2E9-4835-BCC4-31F9B4685C8C/0/MOU.pdf
http://www.safecomprogram.gov/NR/rdonlyres/70169F1E-F2E9-4835-BCC4-31F9B4685C8C/0/MOU.pdf
http://www.ojp.usdoj.gov/odp/docs/TICPGuidanceandTemplate.pdf
http://www.ojp.usdoj.gov/odp/grants_programs.htm
http://www.safecomprogram.gov/NR/rdonlyres/B24B992A-AF65-4EBC-BC19-321F64002D74/0/FY07SAFECOMGrantGuidanceFINAL.pdf
http://www.safecomprogram.gov/NR/rdonlyres/B24B992A-AF65-4EBC-BC19-321F64002D74/0/FY07SAFECOMGrantGuidanceFINAL.pdf

FREQUENCY BANDS

Appendix 4

Reference | Freauency | characteristics, State Users, Notes
. “Long haul” disaster communications.
High 2-25 Used by CAL FIRE, CalTrans, and OES for intra-state and intet-state coordination.
Frequency MHz Not subject to FCC’s “Refarming” initiatives or digital radio standards.
Good for penetration in hilly or open ateas, but not into buildings or for hand-held radios. Local activities are
VHF 30 — 50 frequently interfered with by out-of-area operations, known as “skip.”
Low Band MHz Used by CDCR, CAL FIRE, CHP, CalTrans, and OES.
Not subject to FCC’s “Refarming” initiatives or digital radio standards.
Fixed (point to point) links.
YHF 72-176 Used by CHP, and CalTrans.
Mid Band MHz Not subject to FCC’s “Refarming” initiatives or digital radio standards.
Mixed Federal / non-Federal spectrum.
136 — 150 MHz Military [NTIA-controlled].
136 — 174 150 — 162 MHz non-Federal [FCC-controlled].
VHF —17 162 — 174 MHz Federal [NTIA-controlled].
High Band Milz Widely used band in state and federal systems. Offers good coverage in hilly terrain and urban areas. Signals are
generally not affected by dense foliage, but poor penetration into steel and masonty buildings.
Used by CDCR, CAL FIRE, CHP, DFG, DGS, DOJ, DPR, DWR, EMSA and OES.
Subject to FCC’s “Refarming” initiatives
Predominately for industrial users, but some public safety allocations. Lightly used in California, mostly by local agencies
220 MHz 220 - 222 for non life—s:;fety applications (e.g. public wcf)rks). o ’ i
Band MHz Not subject to FCC’s “Refarming” initiatives or digital radio standards.
406 — 420 Federal spectrum, NTIA-controlled.
406 MHz M;{ Used by state departments (CAL FIRE, DOJ, EMSA, OES, EMSA) who ate cooperators with Federal users (USFS,
Band Z DHS, HHS).
& NTIA mandated narrow bandwidths starting 01/01/05.
450 — 470 Non—Fede?al s%)ectrum. Shares many of the aspects of VHF-High band; better building penetration, in exchange for less
range on signals.
UHF Band MHz Usega by C]%CR, CHP, DOJ, EMSA, numerous small departments, and OES.
* Subject to FCC’s “Refarming” initiatives.
Television Broadcast spectrum (Channels 14 — 20) reallocated to public safety and industrial services in 13 largest
470 — 512 | metropolitan areas of USA. Characteristics same as UHF band. Channels 14, 16, and 20 in Los Angeles area; used by
UHF TV MHz Los Angeles County and the majority of cities for law enforcement operations. Channels 16 and 17 in San Francisco Bay
Band * area; used by local systems in Marin, San Mateo, and Santa Clara counties.
Subject to FCC’s “Refarming” initiatives.
New band (established 1998) for public safety, reallocated from Television Broadcast. Provides shorter range than UHF
769-775 bands, excellent penetration into some building materials, very poor penetration into other building materials.
MHz Requires more infrastructure (fixed sites) to provide coverage over a given area compared to VHF-High or
700 MHz 799-805 UHF bands. Does not cover well in dense foliage. Voice and data allocations. Portion allocated exclusively to
Band MHz States; portion allocated exclusively to Interoperability. Not available in most areas of California until incumbent TV
% stations relocate. This date is uncertain. Current legislation in Congtess proposes April 7, 2009.
All operations must use new digital technologies.
806-809 Public safety exclusive band, same coverage as 700 MHz and 800 MHz.
MHz, Used by CalTrans, CDCR, CDPH, DGS, DOJ, DPR, EMSA, and OES
NPSPAC 851.854 While not subject to the “Narrowbanding” or “Refarming” initiatives or the digital radio standards, the “800”
Rebanded and “NPSPAC” bands are under an FCC-mandated reconfiguration plan to correct interference issues. Being
MEZ handled in four ‘waves’ nationally; the 48 northern-most counties in California are in Wave 1, and the 10
southern-most counties in California are in Wave 4. This transition will take place in the 2006-2008 time frame.
Mixed Industrial and public safety systems. Provides shorter range than UHF bands, excellent penetration into some
building materials, very poor penetration into other building materials. Requires additional infrastructure (fixed sites) to
809-816 provide coverage over a given area compared to VHF-High or UHF bands. Does not cover well in dense foliage. Used
800 MHz MHz by CalTrans, CDCR, CDPH, DGS, DOJ, DPR, EMSA, Legislature, and OES.
Rebanded SR Ebl While not subject to the “Refarming” initiatives or the digital radio standards, the “800” and “NPSPAC”
MEZ bands are under an FCC-mandated reconfiguration plan to correct interference issues. This is being handled
in four ‘waves’ nationally; the 48 northern-most counties in California are in Wave 1, and the 10 southern-most
counties in California are in Wave 4. This transition will take place in the 2006-2008 time frame.
4.9 GHz 4940 — 4990 | New band (established in 2003) for public safety wireless data, “Wi-Fi”” applications. Low power, small coverage areas
Band MHz (less than % mile), share data among PCs, PDAs, etc.
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2007 Goal 1 --Leadership: Establish
OBJECTIVE

STATUS OF 2007 PSRSPC GOAL

an effective leadership structure.
TASK

APPENDIX 5

STATUS

1.1: Formally recognize the California
Statewide Interoperability Executive
Committee’s role in the administration of
interoperability channels and the
establishment of technical and operational
policies for interoperability channels. The
PSRSPC will collaborate with CalSIEC in
defining these roles in 2007.

a) Work with the Administration and the
Legislature to introduce a bill to include
CalSIEC in Government Code.

AB 1738 (Assembly GO) introduced
on 3/15/07; passed Assembly and sent
to Senate on 5/10/07; referred to
Senate GO Committee on 5/17/07;
amended in Committee on 6/28/07
which removed language dealing with
CalSIEC. Content of the bill revised to
address tribal gaming.

1.2 Continue to bolster the confidence and
patticipation of local, state, tribal, and federal
public safety practitioners statewide by
demonstrating consistent world-class
leadership to the public safety community
throughout California.

2007 Goal 2-- Funding: Pursue a ph

OBJECTIVE

a) Initiate interoperability leadership
conference.

b) Finalize governance infrastructures,
including organizational charts with staff
and meeting timeframes.

¢) Continue interoperability outreach with
various associations.

ased, renewable and priority-based

California’s public safety communications physical infrastructure and governance.

TASK

The concept of an Interoperability
Leadership Conference was deferred,
focus placed on collaboration.
PSRSPC members actively involved
with CalSIEC to bolster public safety
entity participation in local planning
area efforts, TICPs, and data
compilation for the CalSCIP.

funding strategy for

STATUS

2.1 Obtain funding for immediate two-year
critical operable equipment for the state
agency’s obsolete communication systems.

a) PSRSPC agencies detail their two year
state critical operability communications
systems-related funding requirements
which need to be addressed immediately.
b) Within the next two-year interval,
PSRSPC state agencies operating public
safety radio systems obtain funding to
mitigate critical communications system
needs.

c) Create a strategy to coordinate BCP
generation that will meet both individual
agency and collective needs.

Initial strategy for BCP coordination
began with GEOEC during the 3¢
Quarter of 2007.

Long term funding still has not been
found. Efforts to secure funding will
continue to be a goal in 2008.

2.2: Develop a fiscal plan for obtaining
legislative approval of on-going funding for
critical communications governance,
consistent coordination and collaboration,
education, training and planning support of
PSRSPC and CalSIEC activities.

a) Initiate and develop plan with PSRSPC
& CalSIEC representatives.
b) Fiscal plan is endorsed.

Efforts to develop a fiscal plan were
slow and more work is required. These
efforts will continue in 2008, or until a
mechanism to fund these activities are
found.

2.3: Develop a long-term funding program to
continue California’s communication systems’
operability and interoperability.

a) Interview participating agencies to
validate functional and operational
requirements.

b) Finalize criteria and document the
needs analysis for each agency’s
communications systems.

c) Develop a Request for Information
(RFI) to elicit industry’s system solutions
and costs.

d) Prepare a cost report.

Unable to complete in 2007. This
objective will be forwarded for
inclusion in the 2008 Strategic Action
Plan goals.

2.4: Continue to pursue grant funding for
limited-term interoperability equipment
purchases or system upgrades throughout the
state.

PSRSPC 2008 Report to the Legislature
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a) Identify future federal funding sources
applicable to state agencies.

b) Apply for federal grants to supplement
equipment purchases.




STATUS OF 2007 PSRSPC GOAL APPENDIX 5

2007 Goal 2-- Funding: Pursue a phased, renewable and priority-based funding strategy for
California’s public safety communications physical infrastructure and governance.

OBJECTIVE TASK STATUS
2.5: Participate in developing a streamlined
procurement process. a) Set up meetings with DGS Procurement

to review current processes and propose
process changes.

b) Prepare streamlined procurement
process and present it to DGS Legal staff.
¢) Set up meetings with DOF’s Office of
Technology Review, Oversight, and
Security to establish feasibility study report
waiver for the purchase of Digital
Telecommunications Equipment (with
data transfer capability).

2007 Goal 3-- Governance: Develop lasting and coordinated governance for integrated statewide
public safety voice and data communication systems.

OBJECTIVE TASK STATUS

3.1: In coordination with CalSIEC, develop a) Meet with CalSIEC members, PSRSPC | “Develop CalSCIP” is not explicitly
the California Statewide Communications and Planning Areas to identify areas for stated goal, but it could be.
Interoperability Plan (CalSCIP). Collaborate seamless collaboration to develop the

with CalSIEC in the development of CalSCIP.

functional and operational procedures that b) Assess local agencies survey

supportt a statewide standardized interoperable | information to assess interoperability

framework. capability.

c) Integrate existing Tactical Interoperable
Communication Plans into the CalSCIP.
d) Develop the CalSCIP draft,
incorporating existing interoperability
communications plans, the federal plan
criteria and the approved gateway unit
governance documents.

3.2: In coordination with CalSIEC, facilitate a) Establish a California TICP template.
the development of Tactical Interoperable b) Schedule and attend meetings with local
Communications Plans (TICPs) among local and state agencies and CalSIEC members
jurisdictions across the state. Evaluate newly | to collaborate on the development of
created Urban Area Security Initiative (UASI) | regional TICPs.

TICPs to assist in this development. c) Track status of the Planning Area
TICPs completion.

3.3: Collaborate with CalSIEC in the creation | a) Identify communication interoperability | YES See Goal 10 in 08 Report
of an interoperability MOU template (or terms of agreement — in accordance with
templates) based upon practices statewide. mutual aid policy.

b) Schedule and attend meetings with
stakeholders to verify agreement terms are
suitable.

¢) Verify terms are in accordance with the
California Emergency Services Act and
other applicable provisions of the law.

d) Initiate contact with bordering states
(Oregon, Nevada, and Arizona) to
determine communications interoperability
needs and feasibility and to consider
interoperability agreements.

L |
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STATUS OF 2007 PSRSPC GOAL

APPENDIX 5

2007 Goal 3-- Governance: Develop lasting and coordinated governance for integrated statewide

public safety voice and data communication systems.

OBJECTIVE

TASK

STATUS

3.4: Develop a training strategy and
implement a long-term, continuous training
program for stakeholders regarding the
PSRSPC and CalSIEC and its processes.

2007 Goal 4-- Convergence: Focus t

a) Continue to enhance and augment an
interoperable communications training
program that is SEMS/NIMS compliant.
b) Design an equipment training program
for the various cache resources and
telecommunications equipment available
via mission tasking requests.

¢) Collaborate with CalSIEC on the
development of a multi-discipline
communications training program.

echnology research and “best practices” investigation through

strong interagency coordination to enhance technology transfer and efficiency.

OBJECTIVE

TASK

STATUS

4.1: Continue to assess the equipment and
procedural systems being used cutrently at
both the state and local levels.

a) Evaluate the accuracy of data and follow
up with agency respondents.

b) Augment survey assessment where
needed and compile data reports.

c) Analyze local government agency
systems and assess their potential role in a
system of systems.

Useful data continues to be acquired.
In 2007, the majority of this
information was detive via the TICP
process.

4.2: Develop the “California System of
Systems” (SoS) functional requirements to
serve as criteria for both Requests for
Information, as appropriate and subsequent
Requests for Proposals.

a) Continue defining/refining SoS
functional and operational requirements
documenting potential implied risks along
the way.

b) Finalize functional and operational
requirements for the transportable gateway
project.

As in 4.1, all work directed at soliciting
and supporting the development of
TICPs throughout the year have
benefited this goal. Also PSRSPCs
support in the development of the
CalSCIP has also furthered our
database of functional requirements.

4.3: Continue to document and publish
communication technology “best practices”
and “lessons learned.”

a) Gather data on gateway best practices to
incorporate into gateway governance
documents.

b) Review major event and exercise after
action reports for communication
technology issues and recommendations.

2007 Goal 5 -- Technology: Outline realistic parameters of a “System of

TICP and PSRSPC development have
also augmented the PSRSPC’s
knowledge base in this area.

Systems” that could

accommodate and build upon Califo
OBJECTIVE

TASK

rnia’s public safety communications network.

STATUS

5.1: Establish the procedure for, and ensure
accessibility through, strategic distribution of
California’s Interagency Communications
Support Caches (CICSC), with an invitation
for local participation. The cache would be
available for use by public safety emergency
personnel responding to disasters, in
accordance with OES’ mission tasking
procedures.

PSRSPC 2008 Report to the Legislature
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a) Continue assessment and data review
regarding cache equipment.

b) Establish an interagency procedure for
sharing cache resources.

As in 4.2 above, all work directed at
soliciting and supporting the
development of TICPs throughout the
year have benefited this goal. Also
PSRSPCs support in the development
of the CalSCIP has also furthered our
database of Cache resources and their
use throughout California.
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STATUS OF 2007 PSRSPC GOAL

APPENDIX 5

2007 Goal 5 -- Technology: Outline realistic parameters of a “System of Systems” that could

accommodate and build upon California’s public safety communications network.

OBJECTIVE

TASK

STATUS

5.2: Continue defining systems’ integration
standards conducive to adoption by state and
local agencies.

a) Further define system standards for
state agency procurement.

b) Define procurement standards to
ensure future P25 compliance statewide.]
¢) Develop testing and training
procedures.

As in 5.1 above, all work directed at
soliciting and supporting the
development of TICPs throughout the
year have benefited this goal. Also
PSRSPCs support in the development
of the CalSCIP has also refined our
abilities in further defining:
e standards for state agency
procurement,
e procurement standards to ensure
future P25 compliance
e testing and training procedures

5.3: Continue the purchase and deployment
process for transportable gateway units.

a) Compile “best practices’ gateway
information to prepare gateway
governance documents (e.g. Operating
procedures, etc.)

b) Proceed with gateway unit purchases,
engineering and deployment.

¢) Develop gateway unit training and
exercise programs.

This process is underway. The
projection for gateway unit deployment
is calendar 2008.

5.4: Ensure that future acquisitions of
equipment support standardized
modernization and interoperable parameters.

a) Continue to research manufacturers’
products for P-25 compliance and
innovative components enhancing
interoperability capabilities.

The culmination of 2007 efforts in this
regard have led to the following 2008
goal; that is, in conjunction with DGS
TD, to develop a composite strategic
plan addressing the short- and long-
term needs of each participant agency,
and identifying a clear path towards a
future harmonious with PSRSPC,
CalSIEC and CalSCIP objectives — a
future enabling interoperable
communications throughout
California. A key section envisioned in
this report addresses technologies and
nationwide best practices.
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INDIVIDUAL PSRSPC AGENCY NEEDS FOR  [EEEFNSSNt Vs
OPERABILITY AND INTEROPERABILITY

Background Information on Legislative Request of Agencies

Throughout 2007, PSRSPC executive members and staff worked with legislative staff clarifying key
information to cover in this report. As a result of this dialogue, legislative staff requested PSRSPC
responses to seven questions (last page of Appendix 6) addressing several aspects of the current and future
state of communications operability and interoperability in California. This appendix contains an overview
of current state agency needs and actions specific to the seven questions from the legislature and
summaries of the PSRSPC agencies’ responses to those questions.

The core need reflected in the current request for information by the legislature is a summary of budgetary
expectations by PSRSPC agencies. In last year’s, 2007 PSRSPC report, budgetary needs were also
addressed. In particular, the need for critical “operability” funding totaling $85 million solely for
equipment for 2007-2009, was highlighted. These critical operability funds, however, to support the needs
of PSRSPC agencies were not received.

Faced with the absence of budgetary action to meet the 2007 PSRSPC Report’s recommendations, the
PSRSPC agencies nevertheless moved forward with the Administration’s 2007-2008 budget process to
continue to seek funds to address both last year’s documented needs on critical operability as well as the
current needs. Nine PSRSPC departments included their budgetary requests into the Governor’s
Emergency Operations Executive Council (GEOEC) interdisciplinary coordination for Budget Change
Proposals for the Administration. The other five departments and agencies did not include requests in the
GEOEC budget process due to timeframes, changing situations, capacity, or other variables.

All PSRSC departments and agencies look forward to discussing budgetary needs for immediate and
critical operability- needed before hopes of reaching interoperability can be attained - with the
legislature during this year’s budget discussions. Future requirements and planning to create a solid
public safety communication system in California are in need of action, but of foremost importance
is the immediate critical equipment and personnel needed to pursue these challenges. This yeat’s
report also recommends statewide leadership to develop a sustainable funding source for the state’s
public safety communication system as described in Section 5.0 of this report.
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Overview of Current State Agency Needs/Actions
Based on Responses to Legislature’s Seven Questions

Department Need/Action

CALFIRE Replace repeaters, control stations, and base stations statewide with P-25 capable radios
by 2010 Fire Season to improve reliability and a platform for interfacing with System of
Systems.

Caltrans Complete 800 MHz radio conversion to ensure all Caltrans staff can communicate on

one radio system; enhance ability to participate in regional, interoperable
communications systems; and allow direct communications with CHP.

CDCR Upgrade department’s existing trunked radio system providing improved
interoperability and ability to participate on regional communications systems.

CDPH Replace existing equipment with radios to be used in the Joint Emergency Operations
Centers (both the primary site in Sacramento and the backup site in Rancho Cordova),
the Richmond Campus Coordinating Center where CDPH public health laboratories
and key communicable disease control programs are located, and at a statewide
Strategic National Stockpile warehouse; 2 PY to support efforts.

CHP Additional funding to upgrade existing 302 remote radio equipment vaults statewide.

Projects currently underway will:

e Separate tactical frequencies enabling each Division to operate emergency radio
traffic during critical incidents without interfering with radio traffic for normal
operations;

e Provide increased range with acquisition of 700 MHz frequency spectrum for the
officer while out of the vehicle, in addition to providing interoperability with other
first responders

e Allow consolidation of various mobile radio equipment to interface with multiple
frequency bands using the Consolidated Patrol Vehicle Environment (CPVE), a
vehicle tactical network, providing temporary links to create interoperable systems
anywhere in the state

e Link disparate radio systems as well as, satellite, landline, and cellular phone
systems through real time, field unit-to-unit, and direct voice communications
through a statewide/regional radio communications interoperability network
utilizing the gateway boxes in each of the CHP 25 communications centers.

e Equip nine vehicles with satellite, airborne video downlink, and interoperable
communications equipment to perform as a mobile command, as well as provide
internet access, satellite services, and a command and control system display.

e Provide back-up communications using four vault trailers and two antenna trailers.

L .|
PSRSPC 2008 Report to the Legislature A-12
Working Draft Only: 11/9/07 TC/JL



Department Need/Action

DFG Replace all existing obsolete radio infrastructure and equipment to keep the system
operational and meet federal narrowband requirements and, as recommended by DGS-
TD, double the number of radio repeater sites to provide adequate radio coverage; 1
PY to support efforts.

DGS-TD System of systems build out will necessitate stafewide Public Safety Microwave Network
(PSMN) enhancements and California Multiple Agency Radio System (CMARS)

enhancements; expansion and resources associated with inititializing the modernization
of CMARS will be required within 5 years and continued modernization of the PSMN.

DOJ Currently upgrading equipment, including 34 repeater sites, control stations and all
mobile and portable radios, with the latest Project 25 compliant communications and
narrowband capable components; purchase gateway units for each DO]J regional office
allowing multi-agency communications during tactical operations; /2 PY to support
efforts.

DPR Upgrade VHF High Band radio system equipment to meet narrowbanding
requitements; reprogram and/or replace 800MHz radio system equipment in order to
be compliant and operable within the rebanded Public Safety frequencies; replace
obsolete radio equipment with Project 25 compliant radio.

DWR Replace existing VHF radio system with reliable up-to-date equipment that can be
maintained and allows for more accurate interoperability with other public safety
agencies; 2 PY's to support efforts

EMSA Develop Communications/Dispatch Program to address the challenges and issues
facing local EMS agencies and partners in pursuit of radio communications
interoperability and modernization; plan for twenty-four radio frequency pairs within
the 700MHz radio spectrum allotted to the EMS Authority towards a statewide EMS
communications system; 1 PY to support efforts

CMD Obtain HF network to enable the CMD’s Joint Forces Headquarters to have better
command and control throughout the state through enhanced communication tools;
expand Incident Commander’s Command and Control, Communications Unit (IC4U)
capability on civilian suburban-type vehicles; obtain equipment to conduct ground-to-
air communications; augment limited radio cache in the 700/800 MHz range to allow
communications with other responders; and purchase of deployable communications
units that deliver voice, data, and video communications using satellite; 2.5 PYs to
support efforts.

OES Replace all fixed, mobile and portable radios to meet narrowbanding requirements for
the OES Fire Command Network radio system (Fire Net); California Emergency
Services Radio System (CESRS); California Law Enforcement Radio System (CLERS);
Operational Area Satellite Information System (OASIS); and all other radio inventory;
4 PY’s to support efforts.

L .|
PSRSPC 2008 Report to the Legislature A-13
Working Draft Only: 11/9/07 TC/JL



California Department of Forestry and Fire Protection (CALFIRE)

CALFIRE is responsible for the fire protection of 31 million acres of wild land forests, and provides
emergency services to 36 of 58 Counties in the State of California. Radio communications are critical
during CAL FIRE’s day-to-day activities with over 300,000 emergency responses annually for structure
fires, medical assistance, traffic accidents and wild land fires. During larger emergencies interoperable
communications are critical due to the varied agencies that respond to incidents and the radio systems they
use to communicate. CALFIRE is giving priority to compliance with the Federal Communications
Commission (FCC) requirements for narrow banding. CAL FIRE’s frequencies are currently being
licensed by private and local government agencies. The State will not have the capability to license the
narrowband channels until the state has narrowband capable infrastructure.

CAL FIRE’s current priority project is to replace all repeaters, control stations, and base stations statewide
on every CALFIRE Net with P-25 capable radios. The current system is VHI high band conventional
with statewide coverage. The goal is to have all infrastructure replaced by the 2010 Fire Season and
implement narrowbanding at a cost of approximately $2.4 Million per year for 5 years. CALFIRE has
started with replacements in F/Y 07/08 in 10 of the 21 Units statewide from San Diego to Humboldt-Del
Norte Counties.

The replacement of 20 year old radios with P-25 capable radios will improve reliability and provide a
platform capable of interfacing with the PSRSPC’s future System of Systems concepts. CALFIRE will
have radios capable of interfacing with other agencies radios site by site if the other agencies are able to
upgrade their equipment and radios capable of interfacing with any future system designed.

California Department of Transportation (Caltrans)

Caltrans’ primary responsibility is to construct, operate and maintain California’s state highway system.
Radio communications are critical during Caltrans’ day-to-day activities, especially when responding to
traffic incidents where quick response results in reduced traffic congestion. During larger emergencies,
interoperable communications are necessary to facilitate coordination of responders from multiple
agencies and jurisdictions. Reliable communications between those responding to any incident enhances
worker safety. Caltrans gives priority to those communications projects that directly affect its field staff
by, for example, providing radio coverage to those areas currently without coverage and by replacing aging
and obsolete radios.

Caltrans’ current communications system is a combination of low band and 800 MHz conventional and
trunked systems statewide. Caltrans has been converting its low band radio systems to 800 MHz since the
mid-1980’s. Only Districts 1 (Eureka), 2 (Redding), 5 (San Luis Obispo), 10 (Stockton) remain to be
converted. Funded through the State Highway Account, the projected cost to convert the remaining
districts is approximately $52 million (spread over a 5-year period.) Work has begun in District 10 with
anticipated completion in June 2012. If funding is available, work to complete the conversion in Districts
1, 2, and 5 could begin in July 2008 with an anticipated completion date of June 2013. Work will be
completed by the Department of General Services and Caltrans. Caltrans has received 3 limited term
positions for District 10 and is requesting 5 limited term and 1 permanent position to assist with Districts
1, 2 and 5. In addition, as a statutory member of the Public Safety Radio Strategic Planning Committee
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(PSRSPC), Caltrans has identified the short-term need for 1 position to accommodate the next two years
of PSRSPC interoperability-related activities.

Completing the 800 MHz radio conversion ensures that Caltrans field staff within and between Districts
will now be able to communicate on one radio system. With a more uniform radio system, resources
between Districts can be shared and more easily deployed. Radio coverage will be available in areas
currently without coverage. Maintenance costs will be reduced as older and obsolete equipment is replaced.
Training efforts will be less with only one operating radio system. Implementing an 800 MHz radio
system also enhances Caltrans’ ability to participate in regional, interoperable communications systems.
Counties including San Francisco, San Diego, Sacramento, and Santa Clara have all implemented multi-
agency, shared interoperable 800 MHz radio systems and Alameda County is in the process of
implementing the 800 MHz East Bay Regional Communications System. The CHP upgrade of their radio
system to 700/800 MHz portable and mobile radio equipment will allow direct communications between
Caltrans and the CHP.

Caltrans actively promotes and acts upon cost-sharing opportunities, where feasible. Of the radio sites
within Districts 1, 2, 5 and 10, Caltrans is co-located with other State, city and county agencies in 71 of the
80 radio sites. Participants in regional communications systems share operations and maintenance costs
and realize the benefits of operating in a multi-agency interoperable communications system. Caltrans
participates in the San Diego and Sacramento Regional Communications systems and is in discussions with
Alameda County about the East Bay Regional Communications System.

California Department of Corrections and Rehabilitation (CDCR)

CDCR is responsible for . Radio communications are critical during
CDCR’s day-to-day activities because ( ). During larger emergencies interoperable
communications are critical to ( ). CDCR is giving priority to replacing radios that

significantly exceed the Department of General Services-Telecommunications Division (DGS-TD)
recommended 12-year life cycle for replacement.

CDCR’s current communications system utilizes an 800MHz trunked radio system (TRS) and currently
has 27 radio communications systems serving 33 adult institutions, six juvenile justice facilities, four adult
parole regions, and two juvenile justice parole regions. Of these 27 systems, 21 significantly exceed the
DGS-TD recommended 12-year life cycle for replacement. The CDCR anticipates a multi-year, phased
replacement of its existing trunked radio system infrastructure beginning with the adult institutions. The
current operating system platform (TRS Type I) has not been supported by the manufacturer since the
1990s--portable and mobile radios that operate on the department’s operational platform have been
discontinued and portable and mobile replacement radios are incompatible with the department’s
platform. A total infrastructure replacement is required because the Type I operational platform is also
incompatible with other public safety/first responder agencies, thereby making radio communications
interoperability impossible.

The CDCR cannot communicate with most public safety/first responders operating on newer

communications platforms. By upgrading the department’s existing trunked radio system infrastructure,
radio communications interoperability will be greatly improved. The CDCR must continue to emphasize
the importance of solving the department’s radio system operability needs. In order to do that a financial
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investment is needed to ensure the department’s future radio system can achieve robust operability in
addition to interoperability.

By upgrading the existing trunked radio systems infrastructure, the department will also have the ability to
participate on current regional communications systems, i.e., San Diego Regional Communications System,
Orange County Consolidated Communications Radio System, and Sacramento Regional Radio
Communications System. There is also the opportunity for the department to participate on other radio
communications interoperability efforts such as the California Highway Patrol — Radio Communications
Interoperability Project (RCIP). However, in order to participate, the financial investment must be made
to ensure the department’s future radio system can achieve robust operability in addition to
interoperability.

California Department of Public Health (CDPH)

CDPH has lead responsibility for public health issues in California’s emergency response system and, with
the Department of Health Care Services (DHCS) and Emergency Medical Services Authority (EMSA),
operates two Joint Emergency Operations Centers (JEOCs) to manage the response to medical and health
emergencies. The JEOCs have primary and redundant communications systems (land line phones, cell
phones, internet and satellite phones) that provide the backbone for transmission and receipt of vital
information needed to manage an emergency response. However, during emergencies, it is possible that
these infrastructure dependent networks may be damaged, overloaded or destroyed, preventing effective
and reliable communication. When this occurs, CDPH would use radios for communication within the
state and to federal agencies, particularly the Centers for Disease Control and Prevention (CDC) and local
health departments. CDPH also has responsibility for communicating with the Governor’s Office of
Emergency Services and EMSA and with other first responder agencies such as the California Highway
Patrol in its response activities related to the Strategic National Stockpile (SNS).

The current CDPH radio communications system is comprised of ten CMARS 800 MHz radios statewide.
The locations of these stations were selected to provide maximum coverage to CDPH users. This radio
system and its subscriber equipment are six years old. All ten CMARS radios are obsolete, no longer
supported by the vendor or by the Department of General Services (DGS), and do not meet the operable
criteria specified in the SAFECOM Project 25 compatibility standards published by the Department of
Homeland Security. During emergencies, the CDC, CDPH, and local health departments are called upon
to provide vital response information from any location. However, during emergencies it is not
uncommon for these infrastructure dependent networks to be damaged, overloaded, or destroyed
preventing effective and reliable communication. The National Public Health Radio Network (NPHRN)
provides a backup High Frequency communication platform for public health stakeholders to transmit and
receive vital information. CDPH is currently unable to communicate with the CDC, other state health
departments, and local health departments via radio during emergencies using the NPHRN with existing
equipment.

The proposed ten radios will replace existing equipment in the JEOCs (both the primary site in
Sacramento and the backup site in Rancho Cordova) and the Richmond Campus Coordinating Center
where CDPH public health laboratories and key communicable disease control programs are located. The
equipment will also be used at a statewide Strategic National Stockpile (SNS) warehouse. The proposed
upgrades to CDPH’s CMARS 800MHz radio system represent the highest priority request and upgrades to
NPHRN represent the second highest priority request. The equipment would be operational within six
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months of receipt and cost approximately $87,800. Additionally, recent amendments to Government
Code §8592.1 through 8592.7 added CDPH as a member of the Public Safety Radio Strategic Planning
Committee (PSRSPC). CDPH allocates .50 PY’s to PSRSPC-related activities. The 2006-2007 cost of the
.50 PY’s is approximately $39,503.

The Department of Homeland Security and the Governor’s Office of Homeland Security have identified
communication interoperability and survivability as a top priority for the State of California. CDPH is a
legislated member of the California Statewide Interoperability Executive Committee (CalSIEC), PSRSPC,
and a member of the first responder community during a public health emergency. The equipment,
installation, and training described in this document would enable CDPH to meet CalSIEC interoperable
guidelines.

California Highway Patrol (CHP)

The California Highway Patrol (CHP) was created in 1929 and is the largest statewide law enforcement
agency in the nation. The mission of the CHP is to provide the highest level of safety, service, and security
to the people of California. This is accomplished through five departmental goals: prevention loss of life,
injuries, and property damage; maximize service to the public and assistance to allied agencies; manage
traffic and emergencies incidents; protect public and state assets; and improve departmental efficiency.
Effective radio communications capability is paramount to accomplishing the mission of the CHP.

During larger emergencies interoperable communications are critical to ensure rapid and efficient CHP
coordination with responders from multiple agencies and jurisdictions.

The department is currently authorized to upgrade its radio system. The California Highway Patrol
Enhanced Radio System (CHPERS) project is a five year plan‘which will provide for the development and
implementation of an enhanced statewide radio communications system in support of CHP’s mission.
The CHPERS project will provide an improved state-of-the-art radio system and employ modern
methodologies to enhance and leverage the existing infrastructure and meet the future operational and
interoperability needs.

The CHPERS project plan has incorporated efficiencies identified in coordination with the Department of
General Services. The CHPERS project focuses on the enhancement of the radio system infrastructure, as
well as continuing the acquisition of 700MHz frequency spectrum, the acquisition of mobile/portable
700/800MHz radios, the separation of radio frequencies, and exploring the development of a radio
solution for the CHP’s motorcycles and specialty vehicles. To ensure there are no radio frequency
interference problems, a statewide effort is underway to acquire additional radio rack space and equipment.
As a result, the CHP will be able to separate tactical frequencies enabling each Division to operate
emergency radio traffic during critical incidents without interfering with radio traffic for normal
operations. The acquisition of 700MHz frequency spectrum will provide increased range for the officer
while he is out of the vehicle, in addition to providing interoperability with other first responders.

The CHP is secking alternative technology solutions for integrating and enhancing the Patrol Officer
Mobile Environment as part of its program to upgrade the existing statewide communications
infrastructure and plans for future growth. An important part of the plan is to acquire systems integration
and enhancement of the existing enforcement vehicle communications functions. The Consolidated
Patrol Vehicle Environment (CPVE), a vehicle tactical network, will allow the consolidation of various
mobile radio equipment to interface with multiple frequency bands. The patching of disparate radio
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systems will provide temporary links to create interoperable systems anywhere in the state, utilizing a single
screen graphical user interface (GUI) system. The vehicle tactical network is software-driven and the
operating software will be designed to automatically select the appropriate in-trunk radio unit for the
frequency band associated with the operational channel selected. The CPVE is configured for touch
screen operation that allows multiple technologies (radio, video, mobile data, siren, public address,
emergency lights, license plate reader, gun locks, and radar) to be readily available to CHP officers for their
day-to-day operations.

The CHP is in the process of completing the installation of a statewide/regional radio communications
interoperability network utilizing the gateway boxes in each of the CHP 25 communications centers. The
goal is to connect each local gateway switch to other gateway switches statewide. Using Voice-over
Internet Protocol (VoIP) connectivity, the gateway box allows direct voice communication between CHP
and any allied agencies responding to both short term and long term incidents. The gateway box has the
ability to link disparate radio systems (VHF low band, VHF high band, UHF, UHF-T, and 700/800 MHz)
as well as, satellite, landline, and cellular phone systems to enhance communications through real time,
field unit-to-unit, and direct voice communications. Connectivity can be established to provide remote
access for command and control anywhere in the state for remote incident or on-scene command utilizing
the Wide Area Interoperability System (WALIS) software, through the internet or existing CHP
LAN/WAN.

In January 20006, the Department purchased nine Chevrolet Tahoes through the 11-22 program, utilizing a
Homeland Security grant. The vehicles were equipped and integrated with satellite, airborne video
downlink, and interoperable communications equipment, allowing the vehicle to perform as a mobile
command, as well as provide internet access, satellite services, and a command and control system display.
Utilizing the gateway box, the vehicles provide incident commanders direct communication between allied
agencies and first responders involved in a particular disaster response using disparate radio systems. In
addition, the gateway boxes provide command and control capabilities in the event of catastrophic damage
to the local infrastructure. The RRV provides CHP with a mobile command where needed. In effect, an
RRYV could replace a CHP Area office or communications center, with remote access to radio
communications systems, telephone, internet, email, fax, and satellite television services. The RRV’s are
assigned statewide, to the eight CHP divisions.

The CHP infrastructure is comprised of radio base station equipment installed at 302 remote radio sites,
102 Area offices, 25 communications centers, and 16 inspection facilities. To ensure minimal downtime of
the infrastructure equipment or in the event of catastrophic failure, four vault trailers and two antenna
trailers have been purchased to provide back-up communications. The self-contained mobile trailers will
house over 20 racks of radio base station equipment that can be deployed anywhere in the state and will
provide the CHP and its tenants (allied agencies) with immediate relief from disruption of vital equipment
used for communication in a wide coverage area. The antenna trailers are self-contained units that can
accommodate a multitude of antennas (low band, high band, UHF, 700/800 MHz, and microwave dishes)
with a maximum height of over 60 feet. Once these units reach their destination they can be activated and
operational within an hour without requiring an external power source. With these tools and technologies,
the CHP is prepared to meet its operability and interoperability needs and responsibilities.
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Department of Fish and Game

The Department of Fish and Game (DFG) mission is to manage California’s diverse fish, wildlife, and plant
resources and the habitats upon which they depend, for their ecological values and for their use and enjoyment
by the public. DFG is responsible for protecting these resources including 1,100 miles of coastline, 18,000
miles of streams, 3,648 lakes, and 163,707 square miles. Radio communications are used during DFG’s day-to-
day activities by departmental personnel statewide, including game wardens, biologists and other wildlife
personnel. During emergencies, interoperable communications are critical for DFG personnel to protect and
maintain public safety, wildlife, and habitat.

DFG currently maintains a VHF highband radio communications system with seventy-six (76) remote radio
sites. DFG must provide its 400 wardens with a means to assure officer safety and timely enforcement action
against those who would destroy wildlife resources. DFG also provides communications for those who oversee
important regional projects. Two-way radio communications to a specific dispatch point are required.

The FCC issued an executive order which mandated use of smaller bandwidth technology, known as
narrowbanding. January 1, 2013 is the deadline for complete transition to narrowband technology and only
narrowband radio license applications will be accepted after January 1, 2011.

The Public Safety Communication Act of 2002 established the Public Safety Radio Strategic Planning
Committee (PSRSPC) to improve existing state agency radio systems and develop interoperability among public
safety departments. DFG is a statutory member of PSRSPC. DFG has identified over $4 million of current
obsolete radio equipment that needs to be replaced to keep the system operational and narrowband capable. In
addition, it was recognized that one personnel year(PY) was-needed to continue the current and future efforts of
this committee.

DFG does not have radio communications equipment capable of meeting the narrowband requirements or the
ability to keep up with the continued increase of statewide microwave system costs. This has caused a
substantial impact on the department’s ability to maintain existing equipment and ensure its on-going
replacement. Due to these budgetary constraints, most existing radio infrastructure will now have to be replaced
in order to meet the federal mandates of narrowbanding for all public safety radio frequencies. New equipment
must be purchased and installed at DFG’s remote radio sites; in hundreds of vehicles, aircraft and watercraft;
and throughout various district and regional offices. Regional coordination with all state and local public safety
agencies across all disciplines will be necessary in order to minimize radio interference.

In addition to existing radio infrastructure, DGS-TD’s 1998 Radio System and Public Safety Dispatch Service
Study done for the department indicates that DFG needs to double their number of radio repeater sites. An
additional seventy-five repeaters were recommended with specific locations identified in order to provide
adequate radio coverage to field personnel statewide. These sites may well be required within the narrowband
mandates as the coverage area(s) for each remote mountain-top will likely decrease.

DFG actively promotes and acts upon cost-reduction opportunities, whenever possible. As DFG’s
communications system evolves, cost savings opportunities are likely and will be pursued. Currently DFG
collaborates with other state agencies in both their daily operations and radio infrastructure remote sites. DFG
contracts with Department of Parks and Recreation to dispatch field personnel and over seventy percent of the
radio sites which house DFG’s mountain-top repeaters and control stations are state facilities. Specifically,
DFG is a tenant in twenty-four (24) CALFIRE, twenty-six (26) CHP, eleven (11) CalTrans and three (3) DGS-
TD locations. Additional sites are leased from local or private entities.
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Department of General Services — Telecommunications Division (DGS-TD)

The Department of General Services — Telecommunications Division (DGS-TD) Office of Public Safety
Communications Services (OPSCS) is statutorily required to provide public safety radio communications
engineering and maintenance services to all state agencies with an operational requirement to employ
public safety radio communications systems.

DGS-TD owns and operates the statewide Public Safety Microwave Network (PSMN). Consisting of over
260 physical sites and 300 microwave paths, the PSMN carries over 1,300 circuits serving State, Federal,
and County agencies. The PSMN is an integrated network capable of both voice and data
communications. Having access to this extensive resource gives telecommunications engineers the
advantage of being able to connect remote regions of the state or to complement communication systems.
The PSMN also serves as an emergency telephone system and provides the transfer information between
remote field facilities and centralized data collection equipment. All the state agencies operating public
safety radio communications systems are reliant on the PSMN. Increasingly, local government agencies
(and some Federal agencies) are becoming reliant on the PSMN.  The rollout of the envisioned
“statewide” system of systems interoperability network of which the PSMN will be a part will impose
additional loading on the PSMN leading to a likely need for network enhancements and expansion.

DGS-TD also owns, operates, and maintains the California Multiple Agency Radio System (CMARS).
CMARS is a stand alone shared 800 MHz repeater system that comprises mobile relay stations distributed
at 40 locations statewide. The locations of these stations were selected to provide maximum coverage to
the major traffic arteries used by CA State agencies as/wellas the more densely populated areas within CA.
The CMARS system and its subscriber equipment are approximately 15 years old. The ultimate
modernization of all fixed network and subsectiber equipment is required.

It is envisioned that resources associated with znitializing the modernization of CMARS and continuing the
modernization of PSMN will be required during the next 5 years. Since the statewide PSMN serves a
multitude of state, local and Federal government agencies, and is shared by all these systems,
accommodating PSMN’s needs is the higher priority. As the requirements associated with the statewide
System of Systems have not been established, the future requirements to be met by the statewide PSMN
cannot be determined at this time. DGS-TD can offer the current annual cost (including maintenance and
upgrades) which is approximately §18 million. At this juncture, the PSMN is self-supporting as virtually all
current support costs are counterbalanced by the revenue PSMN generates. Similarly, the future needs
likely to be imposed on the CMARS cannot be determined at this time. DGS-TD can offer that CMARS
has demonstrated self sufficiency and that this self sufficiency would be an ultimate goal of systems
enhancements as well. Since CMARS serves far fewer users than the PSMN, its criticality is secondary to
that of the PSMN with respect to systems enhancements.

A DGS-TD systems-based improvement goal is to leverage economies of scale in the utilization of
resources, eliminate unnecessary redundancies, and reduce support costs through standardization. There is
a direct correlation between the degree to which systems are standardized and the degree to which they
promote interoperability. The modernization pursued by DGS-TD will closely observe SAFECOM
guidelines, the P25 suite of standards, and best practices, and evolve to accommodate interoperable
communications.
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DGS-TD actively promotes and acts upon cost-reduction opportunities as they present themselves. As
these communications systems evolve, economies of scale savings opportunities are likely. For these
projects, the maintenance costs associated with a non-standard and out-of-date assortment of equipment is
higher than the costs that will be realized in evolving towards a standards-based, contemporary public
safety radio communications-friendly system. The foundation of both the PSMN and CMARS is the
sharing of resources with other state agencies. Both of these services are used by multiple state and local
government agencies in delivering communications for their public safety services.

Department of Justice (DOJ)

The Department of Justice is responsible for enforcement of state and federal controlled substance laws
and in the investigation and apprehension of violent criminals who utilize illegal weapons, career criminals,
sex offenders, and clandestine drug manufacturers. Providing radio communications for the various DO]J
bureaus is critical on a day-to-day basis to ensure efficient communications and reduce any potential
officer safety issues due to communication failures. During larger emergencies interoperable
communications are critical to ensure the success of the operations and to maintain public and officer
safety. The majority of the DOJ’s radio equipment exceeds the manufacturer’s recommended life span.

The Department of Justice is currently upgrading their antiquated 18-year-old subscriber equipment with
the latest Project 25 compliant communications components. This includes 34 repeater sites, all desktops,
control stations, and all mobile and portable radios. The DOJ utilizes the VHF band statewide. The
repeater station locations were selected to provide maximum coverage to the DOJ users. In addition, as a
statutory member of the Public Safety Radio Strategic Planning Committee (PSRSPC), DOJ has identified
the short-term need for 1/2 position to accommodate the next two years of PSRSPC interoperability-
related activities.

The projected cost to replace the DOJ’s equipment is approximately $2.7 million dollars in General Fund
authority in Fiscal Year 2006-07 to replace infrastructure and establish, beginning in 2007-08, an annual
replacement program with $936,000 of on-going General Fund authority for portables, control stations
and phased installation of gateways required for interoperability. DGS has estimated that the end of fiscal
year 2007-08 will complete the upgrade project. The 2006-2007 cost of the necessary the DOJ’s 1/2 PY
for PSRSPC was quantitatively derived to be approximately $58,000. Funding needs to be provided to
support this PY.

The equipment-based requests zz priority order are upgrades to: (1) DOJ’s infrastructure; (2) portables and
control stations; and (3) interoperable gateways. The request for /2 PY represents the single personnel
request. Both are proposed to be fulfilled simultaneously.

The life span of a public safety radio repeater is approximately fifteen (15) years. The DOJ’s repeaters are
more than eighteen (18) years old and most are more than twenty-one (21) years old. Replacement of these
repeaters will minimize repeated system failures and reduce down time for repair due to non-availability of
replacement parts, as the manufacturer will no longer supports them.

The equipment purchased is Project 25 compliant and narrow band capable aligning DOJ with future
interoperability requirements. In addition, the purchase of gateway units for each DO]J regional office will
allow multi-agency communications during tactical operations as necessary. The majority of DOJ’s
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repeaters are co-located with various state agencies’ communications equipment in state-owned
communication vaults. DOJ has also entered into various MOU’s with other state and local agencies for
shared frequency use during multi-agency operations.

Department of Parks and Recreation (DPR)

The Department of Parks and Recreation is responsible for protecting the State’s most valued natural and
cultural resources, and creating opportunities for high-quality outdoor recreation. The DPR
communications system is a combination of 800MHz conventional and VHF High Band radio systems,
comprised of mobile relays, base/control stations, mobile radios, portable radios, and law
enforcement/public safety communications centers. These communications systems provide DPR Peace
Officers with the day-to-day communications tools necessary for law enforcement and public safety action
and response, critical infrastructure protection, and emergency medical response. During larger
emergencies interoperable communications are critical to allow DPR to coordinate and participate in law
enforcement/public safety actions with other local, State and Federal agencies. The majority of these
systems and the subscriber equipment are well over 15 years old, making most of the equipment obsolete.

In the next 5 years, DPR must upgrade its VHF High Band radio system equipment to meet the current
FCC VHF/UHF Natrowbanding Order (2013 deadline). In the next 5 years, the DPR 800MHz radio
system equipment, under the current FCC 800MHz Rebanding Order, must be reprogrammed and/or
replaced in order to be compliant and operable within the rebanded 800MHz Public Safety frequencies.
Additionally, all new and replacement radiosystem equipment must be Project 25 compliant. DPR’s
800MHz conventional radio system and VHF High Band radio systems are subject to the specific
timelines within each FCC Order. For DPR; the VHF High Band radio system equipment replacement is
the first priority and the DPR 800MHz radio system rebanding is the second priority.

Replacement of obsolete radio equipment with Project 25 compliant radio equipment will improve both
DPR’s 800MHz radio system and DPR’s VHF High Band radio system reliability, reduce maintenance
costs, and be compliant with FCC requirements. Replacement of obsolete radio equipment with Project 25
compliant radio equipment allows DPR to be capable or upgradeable for any future interoperability
requirements.

DPR has many mobile relays co-located with other state agency communications equipment in state-
owned communications facilities. DPR provides dispatch services for the Department of Fish and Game’s
(DFG) Law Enforcement Division, linking the DFG radio system into DPR’s law enforcement/public
safety communications centers. With the inclusion of the DFG Law Enforcement Division, the DPR
communications systems provide dispatch services for over 1,000 peace officer positions throughout
California.

Department of Water Resources

The Department of Water Resources (DWR) operates and maintains the State Water Project, which spans
more than 600 miles and includes 32 storage facilities, 17 pumping plants, 3 pumping-generating plants, 5
hydroelectric power plants, and approximately 693 miles of canals and pipelines. DWR supplies quality

source water for municipal, industrial, agricultural, and recreational uses and for protecting and enhancing
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aquatic and wildlife habitat. DWR is also responsible for flood management and protection, regulating
over 1,250 jurisdictional dams, and for responding to drought, impacted watersheds, and other disasters
that may occur. DWR’s radio system is relied upon for day-to-day activities and emergency
communications.

DWR’s radio communications include VHF (150 MHz) and UHF (450MHz) radio systems and the
California Multi-Agency Radio System (800 MHz). The existing VHF radio system is 25 plus years old and
is failing throughout the state causing serious reliability issues. Equipment is obsolete and parts for repairs
are non-existent. Additionally, DWR is a statutory member of the Public Safety Radio Strategic Planning
Committee (PSRSPC). For the short term, there is the need for 2 PY’s to accommodate the next two
years of PSRSPC-related activities. The projected total cost to replace DWR’s VHF equipment is
approximately $9.1 million. The 2006-2007 cost of the necessary DWR’s PY’s is approximately $150,100
annually. Funding needs to be provided to support these PY’s in order to complete the projects on a
timely basis and successfully.

The proposed upgrades to VHF radio system are comprised of base stations, control stations, mobile and
hand-held radios throughout the department which MUST be replaced simultaneously and represents the
highest priority equipment-based request. The request for 2 PY’s represents the sole personnel request.
Both are proposed to be fulfilled simultaneously; however, if this is impossible, the request for PY’s needs
to be fulfilled first. The PY requirement will increase after the two year period in proportion with the
availability of funding to implement the “System of Systems” communications infrastructure throughout
CA.

The replacement of the existing VHF radio system will provide end users with reliable up-to-date
equipment that can be maintained and improve intta-agency communications by providing
communications where it is currently failing. This will also bring the radio system up to current FCC and
P25 standards allowing for more accurate interoperability with other public safety agencies. Through the
DWR proposed planned project work, reliable interoperability with Federal, State, Tribal, County, City,
and Special District Public Safety agencies, and participation of non-governmental organizations with FCC
Public Safety Radio Services eligibility will be accomplished.

DWR actively promotes and acts upon cost-reduction opportunities. As the communications system
DWR relies on evolves, economies of scale savings opportunities will be realized. For this project, the
maintenance costs associated with a non-standard and out-of-date assortment of equipment is higher than
the costs that will be realized in migrating towards a standards-based, contemporary public safety radio
communications system. DWR works closely with DGS-TD for specifications standards of radio
equipment to ensure that the best, most efficient and cost effective equipment is obtained that meets
DWR’s needs based upon its mission.

Emergency Medical Services Authority (EMSA)

The Emergency Medical Services Authority is responsible for ensuring quality patient care by
administering an effective statewide system of coordinated emergency medical care, injury prevention, and
disaster medical response. The EMS Authority is also responsible for leadership in developing and
implementing EMS systems throughout California and setting standards for the training and scope of
practice of various levels of EMS personnel.
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EMS Authority’s cutrent projects include the Communications/Dispatch Program to address the
challenges and issues facing local EMS agencies and partners in pursuit of radio communications
interoperability and modernization. This effort also includes the Emergency Medical Dispatch (EMD)
Program which involves the provision of life-saving, pre-arrival medical instruction given by emergency
medical dispatchers when a medical emergency call is received over the State’s 9-1-1 system. In addition,
as a statutory member of the Public Safety Radio Strategic Planning Committee (PSRSPC), EMSA has
identified the short-term need for 1 position to accommodate the next two years of PSRSPC
interoperability-related activities. The 2006-2007 cost was quantitatively derived to be approximately
$125,200 annually. The PY requirement will increase after the two year period in proportion with the
availability of funding to implement the System of Systems proposed with the Department of Public
Health. This joint communications system will allow seamless coordination between the emergency
medical community and the public health community throughout California, enhancing public safety
preparedness significantly.

In disaster preparedness, where multiple local and state agencies need to communicate seamlessly, the need
for statewide radio communications interoperability is essential. Twenty-four radio frequency pairs within
the 700MHz radio spectrum have been allotted to the EMS Authority towards a statewide EMS
communications system. However, these frequencies will not become available until sometime in 2009.
Additionally, the Federal Communications Commission (FCC) deadline for narrowbanding of 150-512
MHz radio frequency bands is January 1, 2013. On January 1, 2011, FCC will no longer accept the
wideband licensing applications. Each of these items affect EMS radio communications statewide; in fact,
all disciplines (EMS , fire and law) will be impacted. The EMS Authority’s collaboration is required in this
major effort of planning and coordinating how to efficiently narrowband EMS radio frequencies in
California.

Emergency Medical Services Authority would provide continued statewide support for emergency medical
tirst responders in the areas of radio communications interoperability and emergency medical dispatch. A
permanent Communications/Dispatch Program within the EMS Authority would also provide efficient
oversight of statewide EMS radio communications interoperability and EMD program implementation
and would increase the proportion of persons who have access to rapid, responsive pre-hospital
emergency medical services by providing EMD programs statewide.

California Military Department (CMD)

The California Military Department is responsible for providing support to civilian authorities in
emergencies and disasters. Radio communications are critical during CMD day-to-day activities because
this provides reach back capability between our communications devices in the field to the joint forces
headquarters for command and control purposes. Also, it may be used to provide streaming video to
assess the on-scene situation. During larger emergencies interoperable communications are critical to the
supported agencies that require interoperable communications units (e.g. CNG provided communications
support to OES during the San Diego fires.

The California Military Department has identified five critical communications and interoperability
projects. These projects would improve communications with the CMD Joint Operations Center. The
projects described below could be completed within three years for a total cost of approximately $5.84
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million. In addition, as a statutory member of the Public Safety Radio Strategic Planning Committee
(PSRSPC), CMD has identified the short-term need for 2.5 positions to accommodate the next two years
of PSRSPC interoperability-related activities. The cost for the positions is $310,000 annually.

The CMD has 120 armories and three major training sites within the state. About 10 armories currently
have the new high frequency (HF) radios installed. At any given moment a National Guard armory may be
used as a staging area for a state emergency. The first priority is an HF network to enable the CMD’s Joint
Forces Headquarters to have better command and control throughout the state through enhanced
communication tools.

The CMD also possesses gateway units known as the Incident Commander’s Command and Control,
Communications Unit (IC4U). The second priority is expanding this capability on civilian suburban-type
vehicles to compliment the current gateway units mounted on the High Mobility Multipurpose Wheeled
Vehicle. The current units do not allow for communications on the move and these new vehicles would be
able to do this.

The CMD conducts numerous regular scheduled exercises using military aircraft and currently lacks the
equipment to conduct ground-to-air communications. During emergencies when military aviation is
involved, these ground-to-air radios can provide command and control to the incident commander on the
ground to direct aircraft or to get information from an air perspective. The purchase of special equipment
to support state and local agencies is the #hird priority.

The CMD has vehicle mounted radios and does not possess enough Land Mobile Radios to have
sufficient communications in an emergency. The fourth priority is to augment CMD’s limited radio cache in
the 700/800 MHz range to allow communications with other responders.

To augment the state’s communications capabilities, the CMD’s fif#h priority is the purchase of deployable
communications units that deliver voice, data, and video communications using satellite. These units are
not vehicle mounted and could be transported and set up at any site.

All the above equipment meets Department of Defense specifications and can be used with any other state
or federal agency in the country provided that the other agencies have like equipment that can access
interoperable radio frequencies. Since these products will be commercial off-the-shelf (COTS) equipment,
the CMD will be able to interoperate with any first responder. The CMD works with OES on a regular
basis and could use this equipment to help “round out” what they currently possess and will purchase in
the future. The end state is to help the “have not” cities/counties in the event there is a state emergency.

Office of Emergency Services (OES)

The Office of Emergency Services is statutorily required to ensure that preparations within the state will be
adequate to deal with natural, manmade, or war-caused emergencies. OES has traditionally been viewed
by State and local government agencies as the primary broker/coordinator of resources deployed in
disaster response. This role necessitates OES ability to interoperate with Mutual Aid resources across
disparate radio frequencies, modes and over-the-air protocols. All proposed projects are crafted to
support the interoperability requirements that result from OES role as the primary node in any disaster
response coordination.
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OES’ current communications system is comprised of three statewide microwave-interconnected mobile
relay systems. The locations of these stations were selected to provide maximum coverage to OES and
Mutual Aid users. This system and its subscriber equipment comprise equipment approximately 20 years
old. The replacement of all fixed, mobile and portable radios is required to meet Federal Communications
Commission narrowbanding regulatory changes due to go into effect in the next three to five years. The
procurement for the replacement of critical communication equipment described below would be started
in July 2008 _at a cost of approximately $3.5 million. In addition, as the statutory chair of the Public Safety
Radio Strategic Planning Committee (PSRSPC), OES has identified the short-term need for 4 permanent
positions and $593,000 in General Fund addressing the need for OES to lead the collaborative
development of interoperability statewide while supporting the complex array of other communication
systems

The equipment-based requests i priority order are upgrades to: (1) the OES Fire Command Network radio
system (Fire Net); (2) California Emergency Services Radio System (CESRS); (3) California Law
Enforcement Radio System (CLERS); (4) Operational Area Satellite Information System (OASIS); and (5)
all other radio inventory. The request for 4 PY’s represents the single personnel request. Both requests
are proposed to be fulfilled simultaneously, but, if this is impossible, the request for PY’s needs to be
fulfilled first. The PY requirement will increase in proportion with the availability of funding to implement
the System of Systems communications infrastructure throughout CA.

Telecommunications public safety radio equipment is critical to the ability of OES and first responders. In
any disaster or large scale incident involving multiple response agencies, there is a need for on-scene
communications between services. Unfortunately, most systems are designed to serve a single agency, and
the ability to intercommunicate is severely restricted. There may also be a need for supplementing
communication channels between the scene and the control centers. OES equipment and cache resources
support the local and state agencies in all 58 operational areas, enabling first responders to mobilize
efficiently, combine resources and communicate needs. OES must be able to upgrade equipment to
continue to support agencies as needed.

OES actively promotes and acts upon cost-reduction opportunities as they present themselves. As the
communication system OES relies on evolves, chances for economics of scale savings are likely. For this
project, the maintenance costs associated with a non-standard and out-of-date assortment of equipment is
higher than the costs that will be realized in evolving towards a standards-based, contemporary public
safety radio communications system. Currently, if multiple state agencies have response & service
requirements in a given geographical area, each agency will have its own system to provide coverage. The
result is that as many as three or four systems duplicate radio. Significant cost reductions should result
through the application of this approach.
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PSRSPC OPERABILITY / INTEROPERABILITY
SEVEN QUESTION WORKSHEET AS REQUESTED BY APPENDIX 6
LEGISLATURE

PSRSPC MEMBER DEPT NAME:

Completed by: Date:

1. PSRPSC MEMBER DEPARTMENT PROJECTS DECRIPTION
Include a description of planned technology, radio frequency, coverage area, etc.

2. COST PER PROJECT
What is the cost by year if not fully funded in the year proposed, and source of funding to pay for the
projects?

3. PRIORITIZATION OF THE PROJECTS
Include prioritization of the projects for your department and a description of how the prioritization
process works.

4. TIMELINE FOR IMPLEMENTATION
Provide brief description of the timeline for implementing the projects.

5. INTRA-DEPARTMENT IMPROVEMENT OF OPERABILITY
Provide brief description of how the projects would improve your communications.

6. FEDERAL, LOCAL & OTHER STATE AGENCIES-IMPROVEMENT OF INTEROPERABILITY
Description of how the projects will improve interoperability with these entities.

7. EFFICIENCIES BY SHARING RESOURCES
Description of how the projects may be able to incorporate efficiencies by sharing resources with other
state agencies, including shared remote-site equipment, shared frequencies, etc.
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